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What are the main data protection-related pieces
of legislation and other regulations in Bulgaria?

The main act regulating the protection of personal data in
Bulgaria is Regulation (EU) 2016/679 of the European Patlia-
ment and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing
Ditective 95/46/EC (General Data Protection Regulation

or GDPR). With effect from 25 May 2018, the GDPR takes
precedence over national legislation and sets forth the main
concepts and principles of data protection. It governs the
rights and obligations of data controllers, data processors, and
data subjects, sets out the rules for international data transfers,
and regulates the competence of data protection authorities,
as well as remedies, liability, and sanctions in the field of data
protection.

The most important piece of national legislation complement-
ing the GDPR is the Personal Data Protection Act (PDPA).
The PDPA provides the implementing rules of the GDPR,
sets forth certain derogations, and transposes Directive (EU)
2016/680 on the protection of individuals with regard to the
processing of personal data by competent authorities for the
purpose of the prevention, investigation, detection or prosecu-
tion of criminal offenses or the execution of criminal penalties
(Law Enforcement Directive). The provisions of the PDPA
are further detailed in the related secondary legislation govern-
ing the procedural rules of the data protection authority — the
Regulations for the Activities of the Commission for Personal
Data Protection and the Instruction for the Practical Imple-
mentation of the Supervisory Powers of the Commission for
Personal Data Protection.

The PDPA does not codify all relevant data protection rules
in Bulgaria. Therefore, in addition to the PDPA provisions, a
number of other rules, regulated by sector-specific legislation,
apply. Such rules are set out in the Electronic Communica-
tions Act and E-Commerce Act, the Act on the Protection
of Persons Who Report or Publicly Disclose Information on
Infringements, the Health Act, the Anti-Money Laundering
Act, the Public Information Access Act, and a number of oth-
er laws. In terms of sanctions and enforcement, the Adminis-
trative Procedure Code and the Administrative Penalties and
Sanctions Act are also applicable.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

Following the entry into force of the GDPR, the definitions
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of key data protection terms under Bulgarian law, such as
personal data, data processing, data processor, data control-
ler, and consent, have been superseded by the corresponding
definitions under the GDPR. The PDPA does not define “data
subject” and “special category of data,” but due to the direct
applicability of the GDPR in Bulgaria, the same concepts
apply under the GDPR. For businesses operating in Bulgaria,
this shift ensures a higher level of consistency and uniformity
in data protection practices. The harmonization brought about
by the GDPR means that companies can now navigate data
protection obligations with greater clarity and predictability.

Which entities fall under the data privacy regula-
tions in Bulgaria?

The key players in the field of data protection are controllers,
processors, and joint controllers. Properly identifying and
understanding the role of the organization as controller, pro-
cessof, or joint controller is crucial to ensure compliance with
data protection laws, as each role comes with distinct rights
and responsibilities. Thus:

= An organization that determines the purposes and means
of data processing is a controller. Controllers bear the
most extensive responsibilities under the data protection
law. They must adhere to all data protection principles
and demonstrate compliance. Controllers are in charge
of implementing data protection by design and by default
obligation, appointing a data protection officer, keeping
records of processing activities, and implementing ap-
propriate technical and organizational measures to ensure
data security. They are also subject to a number of other
obligations, such as notifying the data protection authority
and, in some cases, the data subject in the event of a per-
sonal data breach, carrying out a data protection impact
assessment, and, in certain circumstances, prior consulta-
tion with the supervisory authority. In addition, data con-
trollers are responsible for ensuring that any processors
they engage comply with data protection requirements.

= An organization that processes data on behalf of a
controller, without determining the processing purposes,
has the role of processor. While processors have fewer
responsibilities than controllers, they still have some ob-
ligations of their own. The relationship between con-
trollers and processors is governed by a written contract,
the mandatory minimum content of which is specified
in the GDPR and which sets out the subject matter and
duration of the processing, the nature and purpose of the
processing, the type of personal data and categories of
data subjects, the obligations and rights of the controller
and other details. Processors carry out processing on the
basis of documented instructions from the controller and
are not permitted to appoint another processor without
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prior specific or general written authorization from the
controller.

= Apart from acting as a controller or processor, an organ-
ization may determine the purposes and means of pro-
cessing together with another controller. In this case, it is
considered a joint controller — a role that did not exist in
Bulgarian law prior to the GDPR. Joint controllers must
cleatly define their respective roles and responsibilities in
an arrangement that is transparent to the data subjects.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

Although the GDPR and the PDPA set forth the overreaching
principles of the data protection law, these primary pieces of
statutory legislation do not codify the data protection rules in
Bulgaria. Under Bulgarian data protection law, there are sectors
and types of data that are subject to specialized regulations

or laws tailored to address their unique characteristics, risks,

or requirements. Examples of such sectors are the electronic
communications sector and the processing catried out in the
context of employment relations. Those rules are specific to
the sector and supplement or prevail over the general rules of
data protection law.

Electronic communications sector

The data protection rules applicable to the sector of electronic
communications ate set forth primarily in the Electronic Com-
munications Act. Some of the sector-specific rules are those
concerning traffic data retention and disclosure, data breach
notification, and the exceptions concerning communications
confidentiality.

In Bulgaria, electronic communications providers are subject
to the obligation to retain certain traffic data for a period of
six months. This data includes the information necessary to
trace and identify the source and type of connection, its di-
rection, date, time, and duration, and to identify the end uset’s
terminal device and the identifiers of the cells used. Access
and disclosure of such data are strictly limited to specific law
enforcement and disaster control authorities as detailed in the
law. Electronic communications providers may retain and dis-
close this data for the purposes of, among others, facilitating
the investigation of serious crimes, national security purposes,
locating people at risk or in emergency situations, and in the
cases of searching for persons declared wanted by the state.
At the end of the six-month period, the service providers
must delete the retained traffic data. Moreovert, the traffic data
retention obligation gives rise to specific reporting obligations:
electronic communications providers must report certain data
retention and disclosure activities to the Bulgarian Commission
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for Personal Data Protection. This includes monthly reports
on the data deleted during the preceding month and an annual
statistical report on data disclosures requested by competent
authorities.

In the event of a personal data breach, electronic commu-
nications providers must notify the Bulgarian Personal Data
Protection Commission within 24 hours of becoming aware
of the breach — a notably shorter timeframe compared to the
72 hours stipulated by the GDPR. Moreover, under certain
circumstances, the affected individual must also be notified.
Specific notification rules and procedures deviating from the
GDPR and provided by Regulation (EU) 611/2013 apply in
respect of personal data breach notifications in the sector.

To protect the confidentiality of communications and related
traffic data, Bulgarian law prohibits listening to, recording,
storing, or otherwise intercepting or tracking communications
by parties other than the sender and recipient, unless express
consent has been obtained. However, there are specific excep-
tions for the regulated activities of electronic communications
providers. For instance, these prohibitions do not apply when
storage is necessary for technical reasons or is an integral part
of providing the service, and when the technical parameters of
the service are verified by authorized persons. In such cases,
providers must delete the stored communications data imme-
diately after the reason for storage ceases to exist.

Processing in the context of employment relations

The PDPA establishes specific national rules for processing
employee personal data, in some cases including data on crim-
inal convictions and offenses. As data controllers, employers
must adopt the following internal rules and procedures if the
relevant activities are in place: (i) for use of whistleblowing sys-
tems (currently subject to additional rules under whistleblow-
ing legislation); (ii) for restrictions in internal resource usage;
and (iif) when introducing systems for access control, working
time and working discipline. These rules and procedures must
include detailed information about their scope of application,
the obligations they impose, and the methods for practical
application. They should be tailored to the specific business
activities of the employer and the specific nature of the work,
ensuring that they do not infringe upon employees’ rights. Em-
ployees must be informed about these rules and procedures.

Pursuant to the PDPA, employers must set a storage period
for personal data collected during recruitment and selection
processes. This period cannot exceed six months unless the
applicant consents to a longer retention period. After the expi-
ration of the retention period, employers are required to delete
or destroy the stored personal data and return any original
documents provided by the data subject.
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Under the data protection law, personal data relating to crimi-
nal convictions and offenses is not a special category of data,
but its processing is limited to the cases where it is carried out
under the control of an official authority or where the process-
ing is authorized by the EU or Bulgarian law. In the employ-
ment context, Bulgarian law provides for such exceptions

in certain cases, for example: (i) under the Private Security
Activities Act with respect to employees carrying out functions
as heads of private security activities and as security guards; (ii)
under the Discrimination Protection Act with respect to the
members of the Commission for Protection of Discrimina-
tion; (iif) under the Insurance Code with respect to members
of the management and controlling bodies of insurance and
re-insurance companies; (iv) under the Currency Law with re-
spect to organizations carrying out transactions with currency
in cash; (v) under the Road Transportation Act with respect

to heads of the transportation activities of passenger and
cargo transport services providers; (vi) under the Anti-Money
Laundering Act with respect to the managing director, member
of a management or supervisory body, or partner in a compa-
ny carrying out intermediation activities in sales of real estate.
Given the GDPR’s prohibition on processing data relating to
criminal convictions and offenses, the number of exemptions
for processing such data in the context of employment law
has increased significantly in recent years in order to facilitate
employers.

What rights do data subjects have under the data
protection regulations in Bulgaria?

As of 2019, the section of the PDPA governing the rights of

natural persons has been repealed, and currently, the rights

of data subjects are regulated by the GDPR. Therefore, data

subjects in Bulgaria enjoy the same rights as other individuals

protected by the EU data protection laws. These rights include:

= the right to be informed (the right to know how personal
data is being used);

= the right of access (the right to access personal data held
about data subject);

= the right to rectification (the right to have inaccurate data
corrected);

= the right to erasure (the right to have personal data delet-
ed);

= the right to restrict processing (the right to limit the pro-
cessing of subjects’ data);

= the right to data portability (the right to transfer data to
another service provider);

= the right to object to data processing;

= the right not to be subject to automated decision-making,
including profiling; and
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= the right to judicial or administrative remedy, including
to seek compensation for violations of data protection
rights.

In addition to the GDPR provisions, Bulgarian law details
how data subjects can make requests regarding their data. Such
requests must be in writing (irrespective of in hard copy or in
the form of an electronic document) unless the controller has
established an alternative method. As a minimum, the request
must include:

= the name, address, unique nationality number, or other
identification data of the natural person;

= adescription of the request;
the preferred form for obtaining the information;
an address for correspondence;

= the date and the data subject’s signature; and

= if submitted by a proxy, relevant authorization documents
must be attached.

To balance individual rights with other critical interests, Bul-
garian law provides specific derogations that may limit data
subject rights in certain circumstances. Organizations acting in
Bulgaria must consider those derogations to better navigate the
balance between data protection compliance and other essen-
tial legal and societal obligations. Among such critical interests
are national security; public policy; the prevention, investiga-
tion, and prosecution of crimes and violations of codes of
ethics of regulated professions important economic or finan-
cial interests, such as the state budget and fiscal matters, public
health, and social security; independence of the judiciary sys-
tem; and enforcement of civil claims. In cases where exercising
data subject rights poses a risk to these interests, controllers,
and processors may refuse to fully or partially honor data pro-
tection requests and are not required to notify the data subject
of a data breach. In addition, under the PDPA, the controller
or processor may refuse to honor, in whole or in part:

= all of the abovementioned data subjects’ rights, except for
the right not to be subject to a decision based solely on
automated processing, including profiling, when process-
ing concerns (i) personal data for journalistic purposes,
for academic, artistic, or literary expression and if carried
out for the exercise of freedom of expression and the
right to information; or (ii) personal data for the pur-
pose of creating a photographic or audio-visual work by
filming a person in the course of their public activity or in
a public place;

= the rights of access, rectification, restriction of process-
ing, and the right to object if the processing of personal
data is for the purposes of the National Archive Fund of
the Republic of Bulgaria or for statistical purposes.
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What is the territorial application of the data pri-
vacy regime in your jurisdiction?

The territorial application of data protection laws is governed
by the GDPR rather than local Bulgarian legislation. This de-
pends, on the one hand, on the establishment of the data con-
troller or data processor and, on the other hand, on the nature
of the processing activities. The GDPR applies regardless of
whether the processing occurs within or outside the EU, under
the following circumstances:

= The processor or controller is established in an EU Mem-
ber State.

= The processor or controller is established in a non-EU
Member State, but where the EU Member State law
applies by virtue of public international law (such as in
Bulgarian diplomatic and consular missions abroad).

The location of the establishment is crucial, as it typically
determines where the controller or processor conducts its
business and the local laws that must be observed. Howev-
er, the GDPR also extends its reach to data controllers and
processors that are not established in the EU, but that process
the personal data of EU citizens. This is applicable when the
processing activities ate related to:

= offering of goods or services to data subjects in the EU;
or

= monitoring of data subject’s behavior as far as their be-
havior takes place within the EU;

In addition to the GDPR, the PDPA includes specific deroga-
tions, rules implementing the GDPR, and provisions trans-
posing the Law Enforcement Directive. In the absence of
extra-territorial provisions, these national data protection rules
apply solely within Bulgaria or in areas where Bulgarian laws
are enforced by international law (e.g., Bulgarian diplomatic
and consular missions abroad, Bulgarian-flagged ships sailing
in international waters, and similar situations governed by
international law).

What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

The key factor is the proper identification and consideration
of the organization’s role as a controller, processor, or joint
controller. Correctly determining this role is crucial, as it
defines the organization’s specific data protection rights and
responsibilities. Below are key obligations for controllers that
must be considered:

= adhering to data processing principles (such as lawfulness,

transparency, purpose limitation, data minimization, and
storage limitation as set forth in the GDPR) when pro-
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cessing personal data;
= appointing a data protection officer, if required;

=  managing the data protection risk by ensuring data protec-
tion by design and by default, conducting data protection
impact assessment, undertaking prior consultation with
the data protection authority, and implementing suitable
technical and organizational measures;

= ensuring accountability through measures demonstrating
compliance with data protection laws, including keeping
records of processing activities, adhering to the approved
code of conduct or data protection certification mech-
anism, as well as employing other means for ensuring
accountability;

=  managing relations with the data protection authority by
cooperating when the authority exercises its powers and
complying with the statutory obligations for data breach
notification;

= regulating the relations among joint controllers by defin-
ing in an arrangement the respective responsibilities for
GDPR compliance of each joint controller and making
those arrangements accessible to data subjects;

= appointing an EU representative, if the organization
lacks an EU establishment and processes the data of EU
residents;

= taking responsibility for controller-processors relations
by using processors providing sufficient guarantees for
GDPR compliance and formalizing the relationship in a
contract;

= ensuring compliant data processing in an international
context by taking measures to ensure that transfers of
personal data outside the EU provide adequate protec-
tion, through adequacy decisions, appropriate safeguards,
binding corporate rules, or other means.

All these obligations are governed by the GDPR, not by local
Bulgarian legislation. Although certain processing operations
concerning these obligations may call for the application of
local derogations or national Bulgarian law rules, businesses
can rely on the uniform set of key data protection obligations
established by the GDPR throughout the EU.

What are the regulations and best practices
concerning the retention and deletion of personal
data in Bulgaria?

The PDPA provides a few rules on data retention that are
specific to the GDPR. If a controller or processor becomes
aware that it is retaining data contrary to the principles of the
GDPR or without a legal basis, it must either return the data to
the data subject within one month of becoming aware of the
retention of, if this is impossible or involves a disproportion-
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ate effort, erase or destroy the data. In addition, any employer
acting as a data controller must determine a retention period
for personal data relating to job applicants, which may not
exceed six months, unless the job applicant has consented to
the retention for a longer period. Sector-specific legislation
provides for some sector-specific statutory retention periods
(e.g., 50 years for payroll records, ten years for accounting
records and financial statements, including tax control, and five
years for reports on occupational accidents) and for some spe-
cific retention rules (see for example the traffic data retention
obligations of electronic communications providers discussed
above). Apart from this, Bulgarian data protection law does
not provide for general rules on data retention and therefore
data controllers need to develop retention policies based on
the general principle of the GDPR on storage limitation and
the specific sectoral legislation, if any.

At the end of the retention period, retained data would gen-
erally be erased (if in electronic form) or destroyed (if on a
physical medium). The PDPA defines “erasure” as the irrevers-
ible deletion of information from the relevant medium and
“destruction” as the irreversible physical destruction of the
tangible information medium. Otherwise, there are no specific
local rules for erasure or destruction. Therefore, similarly to
retention activities, when deleting or destroying personal data,
the organization acts in accordance with the GDPR rules.

Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

The Commission for Personal Data Protection (CPDP) is the
statutory authority that supervises the protection of personal
data in Bulgaria. The CPDP is an independent supervisory
authority consisting of a chairman and four members. The
authority performs the tasks set out in Art. 57 (e.g, handling
complaints from a data subject, raising awareness among the
public, data controllers, data processors, and data subjects, co-
operating with other supervisory authorities, advising national
institutions on data protection issues) and has the powers set
out in Art. 58 of the GDPR (e.g, to conduct investigations,
request information, issue orders, warnings, and reprimands,
impose fines, accredit certification bodies, advise controllers
during the prior consultation process, and others). In addition,
it exercises general supervision and ensures compliance with
the GDPR and the PDPA, issues regulations and administra-
tive acts in the field of personal data protection, ensures the
implementation of binding decisions of the European Data
Protection Board, and carries out other activities, unless the
law entrusts supervision to the Inspectorate of the Supreme
Judicial Council.

The Inspectorate of the Supreme Judicial Council supervises
the protection of personal data when the data processor is the
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court, the public prosecutor, and the investigating authorities
when they act in their judicial capacity for the purpose of the
prevention, investigation, detection, or prosecution of criminal
offenses or the execution of criminal penalties.

Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors in
Bulgaria, and under what conditions?

With respect to the appointment of a data protection officer
(DPO), Bulgarian data protection law does not provide for any
rules that differ from the GDPR. Therefore, the obligation to
appoint a DPO arises for the controller where:

= the processing is carried out by a public authority or
body, with the exception of courts acting in their judicial
capacity; or

= its activities, by their nature, scope, and purposes, require
regular and systematic monitoring of data subjects on a
large-scale; or

= its core activities consist of the large-scale processing of
special categories of data and personal data relating to
criminal convictions and offenses.

Neither the PDPA through its provisions nor the CPDP in

2«

its practice has clarified concepts such as “systematic,” “core
activities,” or “significant number.” Therefore, in assessing

the requirement to appoint a data protection officer, control-
lers and processors in Bulgaria closely follow the Guidelines
on Data Protection Officers issued by Working Party 29 and
endorsed at the first plenary meeting of the European Data
Protection Board. However, an issue specific to Bulgaria arose
before the CPDP in relation to the obligation to keep a register
of designated DPOs. Due to the different understanding of
whether the DPO must be a natural person or whether such
obligations can be fulfilled by legal persons, the CPDP had

to unify the practice of controllers and processors and issue

a specific publication on the matter. In its position, the data
protection authority (DPA) did not explicitly exclude the possi-
bility of a legal entity or other organization providing services
related to the functions of the DPO, but considered that the
functions of the DPO can only be performed by an individual.
Therefore, the DPA has expressed the opinion that control-
lers and processors who have delegated the functions of the
DPO to legal entities under a service contract must designate a
specific individual responsible for performing the functions of
the DPO for a particular controller or processor.

How should data breaches be handled in your
jurisdiction?

The activities of processors and controllers with respect to
data breaches are regulated by the GDPR, and the PDPA
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does not provide for further implementing or deviating from
local rules. With respect to data breaches, the CPDP generally
advises controllers and processors to comply with the require-
ments of Article 33 of the GDPR and Guidelines 9/2022 on
personal data breach notification issued by the European Data
Protection Board. However, in order to raise awareness among
both the public and obligated entities, the CPDP has pub-
lished an information brief summarizing the main obligations
relevant in the event of a data breach. The briefing covers
issues such as what a data breach is, types of data breaches,
what actions should be taken when notification to the supervi-
sory authority or data subjects is required, what technical and
organizational measures should be taken to minimize the likeli-
hood of a breach occurring, and others. In addition, the CPDP
has developed a personal data breach notification form which,
while not mandatory, is designed to help controllers better nav-
igate the information they need to provide in relation to the
breach and to facilitate the fulfillment of this obligation.

What are the potential penalties and fines for
non-compliance with data protection regulations
in Bulgaria?

Due to the direct application of the GDPR, the grounds for
the imposition of administrative sanctions and the constituent
elements of the offenses are laid down in the GDPR, not in
local legislation. GDPR allows for two tiers of administrative
fines based on the severity and nature of the infringement:

= The lower tier of sanctions envisages administrative fines
of up to EUR 10 million or, in the case of legal entities,
2% of their total worldwide annual turnover for the
preceding financial year, whichever is higher. This tier of
sanctions extends to violations such as failure to comply
with the obligations related to the processing of children’s
personal data, the tasks of a DPO, implementation of
data protection by design and by default, and others.

= A higher tier, of administrative fines of up to EUR 20
million or, in the case of legal entities, 4% of their total
worldwide annual turnover for the preceding financial
year, whichever is higher, applies to more serious viola-
tions, including breaches of the basic principles for pro-
cessing, including conditions for consent, infringements
of data subjects’ rights, infringements related to interna-
tional transfers of personal data, and others.

In addition to the GDPR measures, the PDPA provides for

a local rule pursuant to which, for violations that are not
amongst the ones explicitly listed in the PDPA, a controller or
processor of personal data shall be subject to an administrative
sanction of up to BGN 5,000 (approximately EUR 2,500). For
repeated violation i.e., committed within one year from the
date of a final CPDP decision by virtue of which the author-
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ity has imposed a sanction for the same type of breach, the
administrative sanction is doubled.

Some breaches of data protection rules may qualify as crimes
under Bulgarian law. As an example, the use of data from a
payment instrument without the consent of the owner quali-
fies as a crime and it is punishable with imprisonment of two
to eight years. The unlawful acquiring, storage, or disclosure of
traffic data is a crime punishable with imprisonment of up to
three years or probation.

Are there any noticeable patterns or trends in how
enforcement is carried out in Bulgaria?

Despite operating in an environment with relatively low data
protection awareness, the CPDP has not been among the more
active data protection regulators. This inactivity is largely due
to insufficient financial and human resources and the unique
situation of the chairman and some commission members
who hold long-expired mandates (nearly five years). Typical-

ly, when a data protection violation is identified, the CPDP
imposes administrative sanctions ranging from BGN 1,000
(approximately EUR 500) to BGN 10,000 (approximately
EUR 5,000). Larger sanctions are rare (with isolated instances
in 2019, 2021, and 2022) and usually involve breaches affecting
a large number of data subjects.

According to the CPDP’s 2023 annual report, during 2023 the
data protection authority imposed administrative fines at the
amount of BGN 90,900 (approximately EUR 45,450) based
on 37 penal deeds and 12 settlement agreements with the con-
troller. Given the figures in the annual report of the European
Data Protection Board for the same year, the CPDP appears
to be a conservative regulator, imposing administrative fines
frequently — only Germany, Spain, Italy, and Hungary issued
fines more often. However, the average amount of the fine
remains very low, compared to other jurisdictions. In addition,
corrective measures together with administrative sanctions
were imposed only in five of the cases.

How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in Bulgaria?

Emerging technologies like the IoT, Al and blockchain are
revolutionizing our ability to collect, process, and derive new
and even predictive information from vast and diverse datasets.
While these technologies offer numerous benefits, they also
introduce significant privacy and data protection challenges

as vast amounts of personal information are collected and pro-
cessed in increasingly sophisticated and opaque ways.

Al in particular, presents several potential risks, including
opaque decision-making processes, privacy invasions, and the
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potential for these technologies to be used unlawfully. Addi-
tionally, Al can perpetuate biases and lead to discrimination
based on gender, race, ethnic or social origin, religion, political
beliefs, property status, disability, age, or sexual orientation. To
counterbalance these risks, effective application of data protec-
tion and privacy principles is a must.

Bulgarian data protection law aligns with the GDPR and does
not provide additional rules specifically for data processing
involving Al, IoT, or blockchain. However, all stakeholders —
data controllers, data subjects, and regulators — are aware of
the risks of these technological advancements.

To support the practical implementation of data protection
requirements in the context of Al and big data trends, the Bul-
garian regulator has developed several informational materials
for both data subjects and controllers. These resources address
the challenges of facial recognition, big data profiling, and best
practices for using cloud services. They highlight key GDPR
obligations and the associated risks and challenges of emerging
technologies. While these publications are not legally binding,
they provide insight into the CPDP’s stance on these issues.

In its 2023 annual report, the Bulgarian data protection au-
thority presented as a focus area for 2024 the conduct of data
protection impact assessments when planning data processing
activities involving Al. Additionally, there will be efforts to
raise awareness among data subjects about the implications of
increased data integration and faster exchanges between eco-
nomic operators within the EU, driven by the Digital Services
Act and the Digital Markets Act.

Are there any expected changes in data pro-
tection on the horizon in the next 12 monthsin
Bulgaria?

Based on the recent draft laws submitted to the Bulgarian
Parliament, amendments to personal data processing regula-
tions in the Bulgarian electronic communications sector are
on the horizon. The Court of Justice of the European Union
in judgment C-350/21 ruled that general and non-selective
retention of traffic and location data for law enforcement
purposes, even if limited to six months and even if providing
some safeguards, is incompatible with EU law. This judgment
necessitates changes in Bulgarian laws, to ensure that data
retention is strictly necessary and proportionate. In response
to this judgment, on February 28, 2024, several Members of
Bulgaria’s parliament proposed amendments to the Electronic
Communications Act to align it with EU law. Key proposals
include:

= limiting traffic data retention by electronic communica-
tions providers for a period of ten days in un-encrypted
form and for an additional 160 days in encrypted form,
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using asymmetric encryption;

= obligation of the competent law enforcement authorities
to keep a non-public centralized registry, detailing the
legal basis of access requests, court order identifications,
documents used in proceedings, authorized officials, and
other relevant information;

= obligation of the competent law enforcement authorities
to notify, under certain conditions, the individuals whose
traffic data has been retained, such as when criminal pro-
ceedings are terminated or when data has been used for
preventing serious crime.

In addition to legislative updates, there is a long-overdue need
to change the composition of the data protection authority in
Bulgaria. The current CPDP chairman was elected in 2014 and
should have been re-elected or replaced in 2019. Two members
re-clected in 2014, are now ineligible for a third term. One
new member needs to be elected to complete the commission,
and another member was due for replacement or re-election in
2019. However, none of these changes have occurred. Instead,
the law has been amended to allow elected members to remain
in office until new appointments are made. This extension
beyond the statutory mandate, even if legally provided for an
unspecified term, makes the commission politically vulnerable
and potentially undermines its independence.

At the time of writing, it is uncertain whether the proposed
draft legislation will be enacted, having in mind the general
elections in June 2024. It is anticipated that a new chairman
and new members of the CPDP will only be elected after the
elections, following a political agreement. M
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What are the primary data protection-related
laws and regulations in the Czech Republic?

Since the Czech Republic is an EU Member State, Regulation
2016/679 of the Eutopean Patliament and of the Council of
April 27,2016 (GDPR) is the major regulation applicable in
this area.

In terms of national law, the relevant act is Act No. 110/2019
Coll,, on the Processing of Personal Data, which, for example,
provides for exceptions to the general legal framework where
the GDPR allows it and implements Directive (EU) 2016/680
of the European Patliament and of the Council of April 27,
2016.

Some data protection-related topics are covered by specific
regulations, such as Act No. 127/2005 Coll., on Electronic
Communications, which applies to the use of cookies and oth-
er tracking technologies, telemarketing, and data retention. The
rules for sending commercial communications in emails or by
SMS are stipulated by the so-called Anti-Spam Act, Act No.
480/2004 Coll., on certain Information Society Setvices.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, or equivalent)?

The definitions apply in principle to the extent defined in the
GDPR.

Which entities fall under the data privacy regula-
tions in the Czech Republic?

In general, all entities, including governmental bodies that
process personal data, fall under the GDPR or under Act No.
110/2019 Coll., on the Processing of Personal Data.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

The general framework is set out in the GDPR and Act No.
110/2019 Coll., on the Processing of Personal Data. However,
there are sectoral legal regulations that impose an obligation on
the affected entities to process personal data (e.g., AML laws,
legislation relating to the provision of health services and the
maintenance of medical records, legal duties of confidentiali-

ty).
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What rights do data subjects have under the data
protection regulations in the Czech Republic?

Data subjects have the same rights as provided by the GDPR.
Act No. 110/2019 Coll. introduces cettain exceptions and nu-
ances regarding processing for journalistic purposes or for the
purposes of academic, artistic, or literary expression. The first
one is the exemption from the rights to rectification, erasure,
and restriction of processing, which are governed by separate
legislation.

The second exception concerns the limitation of the right

to object. This right may be revoked only against a specific
disclosure or publication of personal data. The data subject
must provide reasons demonstrating that, in the specific case,
the legitimate interest in protecting their rights and freedoms
outweighs the interest in disclosure or publication.

What is the territorial application of the data pri-
vacy regime in your jurisdiction?

There is no deviation from the GDPR in the Czech legislation.
The GDPR applies to the EU and compliance with it in the
Czech Republic is supervised by the Office for Personal Data
Protection.

Within a one-stop-shop regime, the Czech data protection
authority oversees compliance with data protection laws within
the country, ensuring that controllers and processors seated in
the Czech Republic handle personal data in accordance with
the regulations.

What are the key factors and considerations to
adhere to when engaging in personal data pro-
cessing within your jurisdiction?

There are no distinct or specific key factors and considerations
applicable to the processing of personal data in the Czech
Republic.

The main obligation is to define the purposes of the process-
ing, to draft privacy policies for the affected data subjects (e.g;,
customers, employees), and to prepare other documentation.

Are there regulations and best practices concern-
ing the retention and deletion of personal data in
the Czech Republic?

The Czech DPA requires controllers to inform data subjects
of the retention period in a way that is comprehensible to

the average consumer. While the period does not need to be
precisely defined, it is essential to outline the criteria that guide
its determination.
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Moreover, some retention periods are also stipulated by perti-
nent laws.

Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

The Office for Personal Data Protection (Urad pro ochranu
osobnich udaju) is the supervisory authority with general com-
petence regarding data protection in the Czech Republic.

However, other supervisory authorities may also be active in
certain areas. This is the case of the Czech Telecommunica-
tions Office, which is the competent authority for compliance
with telemarketing rules. In the case of employee monitoring,
the competent authority is the State Labor Inspection Office.

Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectorsin
the Czech Republic, and under what conditions?

Article 37 of the GDPR sets out the conditions under which
an organization must appoint a data protection officer. These
conditions remain the same in the Czech Republic. This means
that the appointment of a data protection officer is necessary
for public authorities and public bodies or when data subjects
are regularly and systematically monitored on a large scale or
sensitive data such as health data or data relating to criminal
convictions and offenses is processed.

How should data breaches be handled in your
jurisdiction?

The procedure in the event of a data breach is identical to that
set out in the GDPR. The controller is obligated to notify the
breach of personal data to the supervisory authority within 72
hours after having become aware of it. If the breach is likely
to result in a high risk for data subjects, the controller must
also inform them.

In addition, in some cases, sectoral legislation sets out ad-
ditional requirements for notifying supervisory authorities.
Companies, particularly those operating critical infrastructure,
may be required to report data breaches to the National Cyber
and Information Security Agency, and financial institutions are
in some cases required to notify data breaches to the Czech
National Bank.
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What are the potential penalties and fines for
non-compliance with data protection regulations
in the Czech Republic?

For failure to comply with data protection regulations, data
controllers or processors may be subject to administrative fines
of up to EUR 20 million or 4% of the total worldwide annual
turnover of the preceding financial year.

The highest fine imposed by the Czech DPA as of April 2024
was EUR 14.1 million.

The Czech Republic utilized the possibility to set different
fines for public authorities and public bodies. According to Act
No. 110/2019 Coll., the supetvisory authotity will refrain from
imposing a fine on them.

Are there any noticeable patterns or trends in how
enforcement is carried out in the Czech Republic?

As noted above, the competent supervisory authority is the
Office for Personal Data Protection. The primary mechanism
for overseeing and enforcing GDPR compliance is through
inspections and audits.

These inspections are initiated either pursuant to a predeter-
mined inspection plan or in response to a complaint lodged by
an individual regarding their personal data or following a data
breach.

Current decision-making trends indicate that the supervisory
authority consistently adheres to the guidance provided by the
European Data Protection Board in determining penalties for
GDPR violations. Consequently, the assessment of fines is
rigorously guided by the turnover criterion in compliance with
the EDPB’s guidelines.

The traditional area in which the Czech DPA is active is
compliance with the rules on transmitting commercial commu-
nications, as this is also where it receives the most complaints.
In the Czech Republic, commercial communications can only
be transmitted with or without prior consent to one’s own
customers and only if other conditions are met.

Over the past two years, the DPA has also been very active in
monitoring and regulating the use of cookies on websites.
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How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in the Czech Republic?

The Czech Republic is currently preparing to adopt European
regulations governing artificial intelligence (Al Act) and the
disclosure of personal and non-personal data (Data Act). Con-
sequently, we expect increased activity in this area.

Are there any expected changes in data protec-
tion on the horizon in the next 12 months in the
Czech Republic?

Changes directly relating to data protection are not anticipated
within the next 12 months in the Czech Republic. Howev-

er, the Digital Economy Bill is currently under discussion.
This legislation is expected to enact significant modifications
concerning the transmission of commercial communications
and regulations governing the dissemination of commercial
communications via electronic channels.

This new legislation is expected to establish a maximum
duration during which commercial communications can be
transmitted to customers without their prior consent. This
marks a departure from the current scenario where no statuto-
ry time limit exists, leaving it to data controllers to establish the
duration in accordance with other principles of data protection
legislation. M

WWW.CEELEGALMATTERS.COM

DATA PROTECTION 2024




DRAKOPOULOS

CEE LEGAL MATTERS COMPARATIVE
LEGAL GUIDE: DATA PROTECTION
2024

GREECE

Michalis Kosmopoulos

Partner
mkosmopoulos@drakopoulos-law.com
+302106836561

Angie Alevizou
- Senior Associate
aalevizou@drakopoulos-law.com

+302106836561

=2 | LEGAL MATTERS

www.ceelegalmatters.com



CEELM COMPARATIVE LEGAL GUIDE

What are the main data protection-related pieces
of legislation and other regulations in Greece?

The legislation governing the protection of personal data in
Greece focuses initially on the implementation of the General
Data Protection Regulation (EU) 2016/679 (GDPR). Greek
Law 4624/2019 transposed measures for the adaptation of
national data protection legislation to the GDPR. It also
incorporated Directive 2016/680/EU on the protection of
natural persons with regard to the processing of personal data
by competent authorities for the purposes of the prevention,
investigation, detection, or prosecution of criminal offenses or
the execution of criminal penalties, and on the free movement
of such data.

Furthermore, regarding the protection of personal data and
privacy in the electronic communications sector, Greek Law
3471/2006 embodies Directive 2002/58/EC as amended by
Directive 2009/136/EC. Regarding the air cartiers’ obligations
with respect to passenger tecords, Greek Law 4579/2018
transposes into national law Directive 2016/681/EU on the
use of passenger name record (PNR) data for the prevention,
detection, investigation, and prosecution of terrorist offenses
and serious crime.

In addition, Greek Law 5002/2022 refers to the procedure for
lifting the confidentiality of communications, cybersecurity,
and protection of personal data of citizens, and Greek Law
4577/2018 transposing the NIS Directive (EU 2016/1148),
imposes system and network security obligations on businesses
in the fields of energy, transport, credit, financial infrastruc-
ture, health, water and digital infrastructure, e-commerce, and
information society services.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

The definitions that prevail in the Greek jurisdiction are the
public body, the private body, and the competent supervisory
authority. The first definition refers to public authorities, inde-
pendent and regulatory administrative authorities, legal persons
governed by public law, first and second-tier local authori-

ties and their legal persons and undertakings, state or public
undertakings and bodies, legal persons governed by private law
which are owned by the state or subsidized by at least 50% of
their annual budget or whose management is determined by
the state.

The second definition applies to a natural or legal person or
association of persons without legal personality that does not
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fall within the concept of a public body, while the third defi-
nition identifies the Hellenic Data Protection Authority as the
supervisory authority.

Other than the above, Greek Law 4624/2019 reflects the defi-
nitions referred to in the GDPR.

Which entities fall under the data privacy regula-
tions in Greece?

The provisions of the Greek Law 4624/2019 apply to the pro-
cessing of personal data wholly or partly by automated means
and to the processing other than by automated means of per-
sonal data that form part of a filing system or are intended to
form part of a filing system by public bodies or private bodies,
unless the processing is carried out by a natural person in the
course of an exclusively personal or domestic activity.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

As mentioned above, there are distinct regulatory regimes for
data in the sectors of electronic communications, cybersecuri-
ty, air carriers’ obligations regarding passenger records, energy,
transport, credit, financial infrastructure, health, water and
digital infrastructure, e-commerce, and information society
services, and public works, as well as for the identification of
owners and users of mobile telephony equipment and services
in the Greek jurisdiction.

What rights do data subjects have under the data
protection regulations in Greece?

Strengthening and setting out in detail the rights of data sub-
jects and the obligations of those who process and determine
the processing of personal data, as well as equivalent powers
for monitoring and ensuring compliance with the rules for
the protection of personal data and equivalent sanctions for
infringements, leads to the effective protection of personal
data. By virtue of articles 35, 52, and 53 et seq. of Greek Law
4624/2019, the data subjects have the following rights:

= The right to information/transpatency, i.e., the right to
know who is processing their data, what categories of
data they are using, and why.

= The right to access, i.e., the right to request access to the
personal data that an organization has about them.

= The right to rectification, i.e., the right to have the data
rectified, if their data is inaccurate and/ot incomplete.

= The right to erasure (“right to be forgotten”), i.e., the right
to have their personal data erased under specific condi-
tions, such as when their data is no longer necessary, they
have withdrawn their consent, their data has been unlaw-

17




CEELM COMPARATIVE LEGAL GUIDE

fully processed, etc.

= The right to restriction of processing, i.e., the right to ob-
tain restriction of processing where the accuracy of their
personal data is contested, the processing is unlawful, the
controller no longer needs the personal data for the pur-
poses of the processing, they have objected to automated
processing,

= The right to object, i.e., the right to object to the process-
ing of their personal data by an organization, provided
that it does not apply to a public body if there is an
overriding public interest in the processing that overrides
the interests of the data subject or if a provision of law
requires the processing to be carried out.

= The right to non-automated individual decision-making,
i.e., the right to object where a decision is based solely on
automated processing, including profiling, which produces
legal effects concerning them or significantly affects them.

= The right to lodge a complaint with the Hellenic Data
Protection Authority, if they believe that the processing
of personal data concerning them by competent author-
ities for the purposes referred to in Article 43 infringes
their rights.

In the context of criminal investigations and proceedings,

the right to information on the processing, access, correction
or deletion, and restriction of personal data are exercised

in accordance with the provisions of the Code of Criminal
Procedure, special procedural provisions, and the Code on the
Organization of Courts and the Status of Judicial Officers.

What is the territorial application of the data pri-
vacy regime in your jurisdiction?

The provisions of Article 3 of Greek Law 4624/2019 on

the territorial application of the data privacy regime apply to
public bodies. For ptivate bodies, Greek Law 4624/2019 shall
apply where the controller or processor processes personal
data within the Greek territory, the personal data are pro-
cessed in the context of the activities of an establishment

of the controller or processor within the Greek tertitory, or
where, although the controller or processor does not have an
establishment in a Member State of the European Union or
in another Contracting State of the European Union, the per-
sonal data are processed in the context of the activities of an
establishment of the controller or processor within the Greek
territory, or where the controller or processor does not have an
establishment in a Member State of the European Union or in
another Contracting State of the European Union.
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What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

Any processing of personal data should be carried out in ac-
cordance with the provisions of Greek Law 4624/2019 which,
as mentioned above, transposes Regulation (EU) 2016/679
and Directive 2016/680/EU into Greek law. In particular,

a controller and/or processor should comply with the key
principles and factors such as transparency, the lawful basis for
processing, purpose limitation, data minimization, proportion-
ality, retention, accuracy, data security, and accountability.

What are the regulations and best practices
concerning the retention and deletion of personal
data in Greece?

The provisions of Greek Law 4624/2019 stipulate that
personal data must be kept in a form that permits identifica-
tion of data subjects for no longer than is necessary for the
purposes for which the personal data are processed. Personal
data may be retained for longer periods of time if they have
been stored for the purposes of scientific or historical research
or for statistical purposes in the public’s interest and provided
that the appropriate technical and organizational measures are

applied.

Additionally, data subjects have the right to erasure in situa-
tions where: (i) the data are no longer needed for their original
purpose; (i) the data subject has withdrawn its consent for
processing, and no other lawful ground exists; (iii) the data
subject exercises the right to object, and the Controller has no
overriding grounds for continuing the processing; (iv) the data
have been processed unlawfully; or (v) erasure is necessary for
compliance with EU or national data protection law. Addition-
ally, Article 33 of the Greek Law 4624/2019 stipulates that,

if certain conditions are met, the erasure of the data may be
replaced by the mere restriction of their processing.

Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

The Hellenic Data Protection Authority (HDPA) is the Greek
supervisory authority responsible for monitoring the applica-
tion of Greek Law 4624/2019 and, more generally, the GDPR.
It ensures compliance with data protection laws and regula-
tions and publishes from time-to-time guidance, opinions, and
decisions on information rights and data protection in Greece.
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Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors in
Greece, and under what conditions?

According to the provisions of Greek Law 4624/2019 and, in

particular, Article 37, which fully implements the General Data
Protection Regulation (EU) 2016/679, controllers and proces-

sors must appoint a Data Protection Officer (DPO), when:

= The processing is carried out by a public authority or
body, except for courts acting in their judicial capacity;

= The core activities of the controller of the processor
consist of (a) processing operations requiring regular and
systematic monitoring of data subjects on a large scale
and (b) processing on a large scale of special categories of
data (such as health data or data revealing ethnic origin) or
personal data relating to criminal convictions and offens-
es.

The mandatory appointment of a DPO for public authori-
ties or bodies is also provided for in Article 6 of Greek Law
4624/2019. Businesses are free to appoint a DPO in cases
where they are not legally obliged to do so. If an organization
voluntarily appoints a DPO, the same requirements of the
GDPR concerning their designation, position, and tasks apply
as if the organization were required to appoint a DPO.

The DPO is responsible for advising the controller or pro-
cessor on their obligations under the GDPR, monitoring
compliance with the GDPR and the policies of the organiza-
tion in relation to the protection of personal data, including
assignment of responsibilities, awareness-raising, and training
of relevant staff as well as acting as a point of contact for data
subjects and the supervisory authority (HDPA).

How should data breaches be handled in your
jurisdiction?

In Greek jurisdiction, the handling of data breaches follows
specific procedures outlined by the country’s alighment with
the GDPR. When a data breach occurs, namely a breach of
security leading to the accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to, personal
data transmitted, stored, or otherwise processed, organizations
should take immediate action to mitigate its impact and com-
ply with legal obligations.

Firstly, the organization must assess the nature and extent of
the incident. This involves determining what data was compro-
mised, how it happened, and the potential consequences for
the individuals affected.

Then, the controller must, without undue delay and no later
than 72 hours after having become aware of the breach, notify
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the HDPA providing detailed information about the inci-

dent, including its causes, the types of data involved, and the
number of individuals affected. This obligation also applies to
the processor, who must notify the controller promptly after
becoming aware of the data breach. The notification should
be clear and concise, detailing the nature of the breach, the
categories of persons affected, the potential consequences, and
any actions taken to address and mitigate the breach.

When the personal data breach is likely to result in a high risk
to the rights and freedoms of natural persons, the controller
must communicate the breach to the data subject without un-
due delay and in accordance with Article 34 of GDPR. How-
ever, in certain circumstances and by virtue of Article 33(5) of
Greck Law 4624/2019, the above obligation shall not apply

to the extent that the notification would entail the disclosure
of information that, according to the law or by reason of its
nature, due to overriding legitimate interests of third parties,
should remain confidential.

It is an indisputable fact that the handling of data breaches

in Greek jurisdiction requires swift action, transparency, and
compliance with GDPR requirements and national data pro-
tection laws. All organizations affected must take immediate
steps to contain the breach and prevent further unauthorized
access to or disclosutre of personal data. This may include
implementing security measures, such as modification of pass-
words, encryption data, or temporarily shutting down affected
systems. A thorough investigation might be also necessary

to understand the root causes of the breach and identify any
weaknesses in the company’s data protection practices.

What are the potential penalties and fines for
non-compliance with data protection regulations
in Greece?

According to the accountability principle, failure to demon-
strate compliance with the data protection regulations in
Greece is considered a breach of the obligations set forth by
the GDPR. According to Article 83 of the GDPR, failure of
the organization to comply with the requirements provided

in the data protection regulations in Greece may expose it to
administrative fines of up to EUR 20 million or up to 4% of
the total worldwide annual turnover of the preceding financial
year, whichever is higher. Such administrative fines may be
imposed, in particular, for any breach of the basic principles
of data processing, pursuant to Article 5 (Principles relating
to processing of personal data), 6 (Lawfulness of processing),
and 9 (Processing of special categories of personal data) of
the GDPR, as well as of the data subjects’ rights pursuant to
Articles 12 to 22 of the GDPR.

Morteover, failure to comply with the obligations under Arti-
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cles 25 to 39 of the GDPR (on the Role and obligations of
Controllers and Processors, Security of Personal Data, and
Data Processing Impact Assessment) may expose the organi-
zation to administrative fines of up to EUR 10 million or up
to 2% of the total worldwide annual turnover of the preceding
financial year, whichever is higher. Fines on public entities

are limited by Article 39 of Greek Law 4624/2019 to up to
EUR 10 million depending on the severity and duration of the
breach.

Besides the above, civil claims against the entity and or crimi-
nal sanctions against the entity’s legal representative may also

apply.

Are there any noticeable patterns or trends in how
enforcement is carried out in Greece?

In Greece, the enforcement of data protection regulations has
followed a pattern that aligns closely with the GDPR. Empha-
sis is given to transparency and accountability. Organizations
operating in Greece are required to be transparent about their
data processing activities and inform individuals about how
they collect and use their personal data.

The HDPA is empowered to advise the controllers/proces-
sors on data protection matters, issue opinions, guidelines,
recommendations, template documents, and complaint forms,
ensuring adherence to the data protection legislation. It also
has investigative powers to conduct investigations and audits
on compliance with the data protection legislation, to request
and receive from controllers/processors all necessary informa-
tion, and to have access to their premises and data processing
equipment. Another trend is the increasing focus on data se-
curity measures. With the increasing number of data breaches
globally, including in Greece, the HDPA has been vigilant in
enforcing measures to protect personal data from unauthor-
ized access, disclosure, alteration, or destruction. Companies
and organizations implement appropriate technical and organi-
zational measures to safeguard the confidentiality, integrity, and
availability of personal data. Moreover, there is a trend toward
collaboration and cooperation with other EU data protection
authorities. Given the cross-border nature of data flows, espe-
cially within the EU, the Greek authorities work closely with
their counterparts in other member states to ensure consistent
enforcement of the data protection laws and to address the
challenges posed by international data transfers.

Overall, data protection enforcement in Greece reflects a com-
mitment to upholding individuals’ privacy rights and holding
organizations accountable for the protection of personal data.
The trends suggest a proactive approach aimed at promoting
compliance, enhancing data security, and fostering trust in the
digital economy.
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How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in Greece?

Emerging technologies have significant implications for data
protection considerations in Greece. For instance, Al technol-
ogies offer innovative ways to collect, process, and utilize data,
but they also introduce new challenges and risks in ensuring
the privacy and security of individuals’ personal information.

On July 27, 2022, the Greek Government introduced Greek
Law 4961/2022 “on emerging information and communica-
tion technologies, the reinforcing of digital governance and
other provisions”. Pending any changes due to the adoption of
the AT Act by the European Union, the new law introduces the
first coherent legislative framework for emerging technologies,
setting obligations for public bodies as well as natural persons
and private entities that produce, distribute, utilize, and make
use of these technologies.

In order to regulate the use of emerging technologies, each
public body must maintain a register of the Al systems it uses
and has the right to use Al systems only by virtue of a specific
provision by law, except for the Ministries of National De-
fense and Citizen Protections. Additionally, before using an

Al system, each public body has the obligation to execute an
algorithmic impact assessment to assess the risks that may arise
for the rights, freedoms, and legitimate interests of the persons
affected by such an Al system. Each public body publicly
discloses information, inter alia, about the commencement

of operation and the operating parameters of the Al system
under consideration as well as the decisions taken or supported

by it.

As regards private entities, Greek Law 4961/2022 sets the con-
ditions for the use of Al in the employment context. In par-
ticular, prior to the initial use of an Al system, which affects
the decision-making process concerning employees, existing or
prospective, and has an impact on their conditions of employ-
ment, selection, recruitment, or evaluation, each company shall
provide the employee with the relevant information. The rel-
evant obligation also applies to digital platforms with respect
to natural persons linked to them by employment contracts
independent service provisions or project agreements. Any
violation of this obligation is subject to penalties imposed by
the Labor Inspectorate.

Moteover, Greek Law 4961/2022 imposes legal obligations

on manufacturers, importers/distributors, and operators of

IoT devices. More specifically, manufacturers should accom-
pany IoT devices with a declaration of compliance with the

technical safety specifications, indicated in the law, as well as
instructions for use and safety information. Importers and
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distributors should verify that the IoT devices they import or
distribute are accompanied by a relevant declaration of com-
pliance, while IoT operators should appoint an IoT security
officer to monitor the security measures of IoT technology de-
vices and maintain a register of IoT devices, updated on an an-
nual basis. Lastly, each IoT operator should conduct an impact
assessment of the planned personal data processing operations
related to the operation of the IoT technology device.

It should be clearly stated that the provisions of Greek Law
4961/2022 on emetging technologies do not affect the rights
and obligations provided for in the GDPR and Greek Law
4624/2019 on the protection of personal data. Therefore, a
relevant reference has been included in Article 3, ensuring that
the proposed provisions do not affect, in any way, the rights
and obligations deriving from the GDPR and Greek Law
4624/2019 for the protection of personal data and privacy. In
an effort to monitor compliance with the new technologies,
the new law also establishes the National Cybersecurity Certi-
fication Authority in accordance with Article 58 of Regulation

(EU) 2019/881.

Overall, Greece can harness the potential of emerging tech-
nologies while safeguarding individuals’ rights to data privacy
and security. Greek Law 4961/2022 boosts the digital transfor-
mation of the country’s public and private sectors, while new
regulations are expected upon adoption of the EU Al Act.

Are there any expected changes in data pro-
tection on the horizon in the next 12 monthsin
Greece?

While there might not be imminent legislative changes specific
to the Greek data protection landscape in the next 12 months,
ongoing developments at the EU level, particulatly with the
adoption of the Al Act, are likely to have an impact on Greece
as well. The importance of maintaining a proactive approach
to data protection compliance should remain a key priority for
businesses and stakeholders in Greece. ®
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What are the main data protection-related pieces
of legislation and other regulations in Hungary?

In Hungary, two key pieces of legislation govern data protec-
tion: the EU General Data Protection Regulation (Regulation
(EU) 2016/679) (GDPR), directly applicable in Hungary, and
the national Hungarian Information Self-Determination and
Freedom of Information Act (Privacy Act). While the GDPR
provides a broad framework for data protection, the Privacy
Act specifically regulates data processing for purposes such as
law enforcement, national defense, and national security. The
Privacy Act supplements the GDPR’s provisions with national
implementing measures. The Privacy Act mandates the ap-
plication of the GDPR provisions to manual data processing
activities, even if they are not part of a filing system.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

In accordance with the GDPR and the Privacy Act, the prima-
ry definitions within these legislations are as follows:

Personal data can be considered as any information relating to
an identified or identifiable natural person. A natural person
is identifiable if they can be identified, directly or indirectly,

in particular by reference to an identifier such as a name an
identification number, location data, an online identifier, or

to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that
natural person.

Data processing is any operation or set of operations that is
performed on personal data or sets of personal data, whether
by automated means, such as collection, recording, organi-
zation, structuring, storage, adaptation or alteration, retrieval
consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restric-
tion, erasutre or destruction.

A data controller can be a natural or legal person, public au-
thority, agency, or other body that, alone or jointly with others,
determines the purposes and means of the processing of
personal data. On the other hand, a data processor is a natural
or legal person, public authority, agency, or other body that
processes personal data on behalf of the controller.

Sensitive data refers to all data falling within the special catego-
ries of personal data, including, personal data revealing racial
or ethnic origin, political opinion, religious belief or worldview,
or trade union membership, as well as genetic data, biometric
data for the purpose of uniquely identifying a natural person,
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data concerning health or data concerning a natural person’s
sex life or sexual orientation. Within sensitive data, genetic data
is related to the inherited or acquired genetic characteristics

of a natural person which give unique information about the
physiology or health of that natural person, and which result,
in particular, from an analysis of a biological sample from

the natural person in question. Furthermore, biometric data
result from specific technical processing related to the physical
physiological, or behavioral characteristics of a natural person,
which allow or confirm the unique identification of that natu-
ral person, such as facial images or dactyloscopic data.

Criminal personal data can be connected to the data subject
and are related to criminal records, generated by organs au-
thorized to conduct criminal proceedings or to detect criminal
offenses, or by the prison service during or prior to criminal
proceedings, in connection with a criminal offense or criminal
proceedings. Regarding the processing of Criminal personal
data, the rules relating to the conditions for processing sensi-
tive data are applicable to such data processing.

Consent of the data subject is a freely given, specific, in-
formed, and unambiguous indication of the data subject’s
wishes by which he or she, by a statement or by a clear affirm-
ative action signifies agreement to the processing of personal
data relating to him or her.

Which entities fall under the data privacy regula-
tions in Hungary?

Given that the GDPR applies directly in Hungary, any natu-
ral, legal person, public authority, agency, or other body must
comply with its provisions if the territorial scope under Article
3 of the GDPR encompasses their activities.

The Privacy Act is applicable to any natural or legal person or
organization without legal personality. However, these entities
only fall under the Privacy Actif they process for national
security, national defense, or law enforcement purposes.

The GDPR and the Privacy Act do not apply to the process-
ing activities of natural persons exclusively serving their own
personal purposes.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

In Hungary, certain sectors, including healthcare, public admin-
istration, business advertising, and financial services, among
others, are subject to additional data protection regulations,
typically more stringent in nature. While some acts solely reg-
ulate the retention periods of personal data processed under
them, others provide additional protection for data subjects.
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Act I of 2012 on the Labor Code (Labor Code) offers specific
protections for employees’ personal rights. Under this law,
employers in Hungary are limited to requesting personal data
that is directly relevant to establishing, performing, terminating
employment relationships, or enforcing claims as outlined in
the Labor Code. Act XCIII of 1993 on Labor Safety (Labor
Safety Act) governs the processing of employee personal data
by the employer in the event of occupational accidents.

Act XLVII of 1997 on the Processing and Protection of
Health and Related Personal Data (Health Data Act) governs
the processing and protection of personal health data, imple-
menting a comprehensive regulatory framework. This legisla-
tion addresses various aspects of health personal data pro-
cessing, including the provision of voluntary and obligatory
data. Additionally, the Health Data Act outlines the rights and
obligations of patients, ensuring they receive detailed informa-
tion regarding their health status, recommended examinations,
and associated benefits and risks.

In Hungary, the business advertising sector operates under
stringent data protection regulations as well. Act XLVIIT of
2008 on Essential Conditions of and Certain Limitations to
Business Advertising Activity (Business Advertising Act) stip-
ulates that direct advertisements may only be communicated
to natural persons only if the addressees of the advertisement
gave their preliminary consent, clearly and expressly, to being
contacted in this way. Furthermore, the consent must include
the name, place of birth, and date of birth of the recipient, as
well as the categories of personal data for which the recipient
has given consent to be processed.

Data collected while performing tasks outlined in Act LIIT of
2017 on preventing and Combating Money Laundering and
Terrorist Financing (Anti-Money Laundering Act) may solely
be used for preventing money laundering and terrorist financ-
ing. Service providers are mandated to retain and be author-
ized to process this information for eight years following the
termination of the business relationship or execution of the
transaction ordet.

There are several sector-specific acts that specify exact reten-
tion and deletion periods processing under the sector-specific
act. For example, in the financial sector, Act CCXXXVII of
2013 on Credit Institutions and Financial Enterprises states
that client complaints and their replies shall be retained for
five years and contracts with clients for mediation services
and mediated financial services contracts shall be retained for
three years. Act CL of 2017 on the Rules of Taxation outlines
retention periods of tax-related documents for taxpayers and
employers and Act C of 2000 on Accounting sets require-
ments regarding retention periods for businesses regarding
their annual report, inventory, and any accounting documents.
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What rights do data subjects have under the data
protection regulations in Hungary?

Data subjects in Hungary have various rights under the GDPR
and the Privacy Act. They are entitled to receive transparent
information about the processing of their personal data,
including purposes, legal basis, and recipients of their data.
Additionally, they have the right to access their personal data,
they can also request rectification of inaccuracies or incom-
pleteness, and the erasure of their personal data under certain
conditions (the “right to be forgotten”). Furthermore, data
subjects have the right to request restrictions on processing
and data portability, and to object to certain processing activi-
ties. Moreover, data subjects have the right not to be subject to
decisions based solely on automated processing, including pro-
filing. The Privacy Act also grants the relatives of a deceased
person the ability to exercise the right of erasure and to obtain
a restriction on processing upon request, made within five
years following the death.

What is the territorial application of the data pri-
vacy regime in your jurisdiction?

Hungarian data protection law is applicable if either: (i) The
controller’s main establishment is located in Hungary or the
controller’s only place of business within the EU is in Hun-
gary. (ii) The controller’s main establishment is not located in
Hungary or the controllet’s only place of business within the
EU is not in Hungary, but the controllet’s or its processor(s)’s
data processing operation(s) relate to (a) the offering of goods
or services to data subjects located in Hungary, irrespective
of whether a payment by the data subject is required; or (b)
the monitoring of data subjects’ behavior, which occurs in
Hungary.

What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

As a preliminary step, it is recommended to conduct a thot-
ough examination of the relevant data protection legislation
prior to initiating any data processing activities. In Hungary,
this may involve reviewing the directly applicable GDPR, the
Privacy Act, and potentially other sector-specific regulations.
Additionally, it is essential to keep a close eye on the decisions
the National Authority for Data Protection and Freedom of
Information (NAIH) has made concerning data processing
activities because the authority gives valuable interpretation of
the GDPR’s provisions.

One of the most common violations of the GDPR is the lack
of transparency, therefore, it is crucial to appropriately inform
the data subjects of the processing, Related to this, strict ad-
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herence to the documentation requirements set by the GDPR
is essential. For example, if the controller states that the legal
basis for the processing is in its legitimate interest, it shall be
well supported and documented by the controller, because,

as a general rule, the controller is responsible for any tasks
resulting from data processing, When preparing documenta-
tion for data processing it is also crucial to look at the NAIH’s
possible interpretation and relevant cases. The NAIH has
issued a national list of activities, when data protection impact
assessments are mandatory, which shall be considered when
engaging in the processing of personal data in Hungary.

Furthermore, it is also important to follow sector-specific data
processing rules because they may outline additional require-
ments and stringent regulations for the activities in question.
For example, under the GDPR, explicit consent from the data
subject is mandatory for automated individual decision-making
and processing of special categories of personal data. Mean-
while, in Hungary, as per the Business Advertising Act, explicit
consent from recipients of direct marketing is required.

What are the regulations and best practices
concerning the retention and deletion of personal
datain Hungary?

The GDPR, directly applicable in Hungary, the “storage
limitation” principle mandates that personal data cannot be
stored for longer than is necessary for the purposes for which
the personal data are processed. Controllers must specify the
storage period or the criteria for determining retention periods
in privacy notices. Additionally, various sector-specific acts in
Hungary govern retention periods and deletion requirements.
Controllers in these sectors must adhere to these regulations to
meet sector-specific data protection standards, which require
individual examination.

The NAIH offers valuable non-binding guidance on personal
data retention and deletion in Hungary. For instance, when
interpreting GDPR regulations, the NAIH emphasized that
data controllers must furnish evidence of compliant deletion
of personal data. This entails documenting details such as
serial numbers and IMEI numbers in the record, enabling
clear identification of the medium and the erasure method
used. If competent authorities request evidence of personal
data erasure, and the controller has documented the erasure
as described above, they may share this record as proof of
compliance.

Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

In Hungary, the NAIH enforces data protection and freedom
of information regulations.
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Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors in
Hungary, and under what conditions?

Under the GDPR, appointing a Data Protection Officer is ob-
ligatory in specific scenarios: when processing is conducted by
a public authority or body (excluding courts), when activities
involve extensive processing of special or criminal personal
data, or when there’s regular and systematic monitoring of data
subjects on a large scale.

Similarly, within the scope of the Privacy Act, designating

a Data Protection Officer is mandatory if the controller or
processor carries out duties vested by the state or other public
duties as specified by law, except for courts. Additionally, the
Privacy Act allows for other acts to mandate Data Protection
Officer designation for certain controllers and processors,
although there are currently no examples of this in Hungarian
law.

How should data breaches be handled in your
jurisdiction?

In Hungary, two primary legislations govern data breaches.
When data processing falls under the Privacy Act, the Privacy
Act applies to the breach. Similatly, if data processing falls
under the GDPR, the GDPR governs the breach.

Under the GDPR, if a data breach poses a risk to individuals’
rights and freedoms, the controller must report it to the su-
pervisory authority, in Hungary to the NAIH, within 72 hours
of becoming aware of it. Controllers must document all data
breaches, including relevant facts, effects, and remedial actions
taken. If a breach is likely to result in high risks to individu-
als, the controller must promptly inform affected individuals,
providing clear information about the breach and necessary
measures.

Under the Privacy Act, breaches must be reported to the
NAIH without undue delay, but no later than 72 hours after
becoming aware of them, unless they pose no risk to individ-
uals’ rights. If a breach significantly affects individuals’ rights,
the controller must promptly notify them, unless the Privacy
Act states otherwise.

Both legislations require similar mandatory information to be
provided in breach notifications to the NAIH. The Hungarian
supervisory authority provides an electronic platform for re-
porting data breaches, which may be utilized to ensure compli-
ance with relevant legislation in the event of a breach.
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What are the potential penalties and fines for
non-compliance with data protection regulations
in Hungary?

Fine calculation under the GDPR is the responsibility of the
NAIH in Hungary, governed by the GDPR, the Privacy Act,
and the Sanctions Act. The NAIH, as a supervisory authority,
follows the five-step methodology of the European Data Pro-
tection Board, which includes the following considerations:

= Identification of the processing operations: Initially, the
NAIH identifies the data processing operations to be
evaluated and assesses the interrelations between any
concurrent infringements, as stipulated in Article 83(3) of
the GDPR.

= Starting point determination: Next, the NAIH estab-
lishes the starting point for fine calculation based on the
classification under Article 83(4)-(6) of the GDPR, the
seriousness of the infringement, and the turnover of the
undertaking,

= Evaluation of aggravating and mitigating circumstances:
In the subsequent stage, the NAIH considers both aggra-
vating and mitigating circumstances related to the behav-
ior of the data controller or processor, past or present,
and adjusts the fine accordingly.

= Legal Maximums: The authority then sets the legal maxi-
mums for various types of infringements.

= Final Assessment: Finally, the NAIH analyses the calculat-
ed fine to ensure it aligns with the principles of effective-
ness, dissuasiveness, and proportionality. While adjust-
ments may be made to reflect these principles, it’s crucial
that the final fine amount remains within the bounds of
the legal maximum as outlined by law.

Opver recent years, there has been a trend of escalating fines
imposed by the NAIH. The pinnacle of this trend unfolded
in 2021, when a bank, using an artificial intelligence system
without justification, unlawfully analyzed the voices of its
customers, which helped track the emotions of its customers
via phone customer service. The NAIH imposed a HUF 250
million fine for the personal data breach, which is approxi-
mately EUR 630,000.

In a more recent case, the developer entity responsible for

the exclusive system used by public schools received a fine

of HUF 110 million, approximately EUR 280,000, from the
NAIH. This was due to insufficient security measures for the
processed personal data within the system, as well as the devel-
opers’ failure to promptly notify the data controllers, namely
the public schools, of the data breach. The NAIH reported
that the personal data of over 20,000 individuals was accessible
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to unauthorized parties.

Are there any noticeable patterns or trends in how
enforcement is carried out in Hungary?

In recent years, responding to the challenges brought by dig-
italization has become increasingly significant. As of January
2022, the NATH has been authortized to “block” websites —
temporarily render them inaccessible — operated by unknown
entities engaged in unlawful data processing, causing signifi-
cant harm to individuals.

Over the past years, the number of data protection authority
proceedings, as well as the number and amounts of fines, have
been on the rise. In 2022, the NAIH issued its largest fine to
date, a HUF 250 million penalty for the unlawful application
of artificial intelligence.

Furthermore, the NAIH is initiating more and more proce-
dures, both upon request and ex officio, concerning political
campaigns, healthcare documentation, forensic expert ac-
tivities, and marketing data processing. Instances of camera
surveillance have also become increasingly common in recent
years.

How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in Hungary?

The rise of artificial intelligence (Al) presents significant
challenges to data protection considerations in Hungary. As of
now, there is no specific legislation governing Al in the coun-
try, leaving organizations to navigate within the framework

of the GDPR, guidance from the European Data Protection
Board, and directives from the NATH.

The NAIH’s decision 85-3/2022 addressed some of these
challenges, where a bank utilized artificial intelligence to un-
derstand and analyze customer moods during phone calls. The
decision emphasizes the importance of transparency in such
Al applications, especially the need for clear privacy notices
and the provision of consent or the right to object. Moreover,
legitimate interest as a legal basis was found lacking, highlight-
ing the necessity for proper legal grounds for Al deployment.
Additionally, the bank also used artificial intelligence to mon-
itor and evaluate employees through these phone calls. The
NAIH emphasizes that such data processing can only be done
in a reliable and human-centered manner with very strong
guarantees and proper planning. Addressing these challenges,
the forthcoming EU Artificial Intelligence Act (Al Act) will
directly be applicable to Hungary as well. The Al Act aims

to prohibit Al applications that threaten citizens’ rights, such
as biometric categorization systems and emotion recognition
in workplaces and schools. It will also tackle issues like social
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scoring and Al manipulation of human behavior.

Similarly, the rapid increase of IoT devices generated a vast
amount of new data, leading to emerging data protection risks.
Regulation (EU) 2023/2854 of the European Patliament and
of the Council of 13 December 2023 on harmonized rules on
fair access to and use of data and amending Regulation (EU)
2017/2394 and Ditective (EU) 2020/1828 (Data Act), which
came into effect in January 2024, addresses these concerns

by outlining roles and responsibilities in IoT data processing.
It grants users rights to access, use, and port data generated
through IoT devices and establishes rules for data sharing be-
tween businesses and public sector bodies. While Hungary has
yet to see any data protection cases involving IoT data process-
ing, the Data Act provides a robust framework to safeguard
users and promote the EU’s data economy.

In recent years, the emergence of blockchain technology has
raised data protection concerns in Hungary. Consequently,

the NAIH has provided clear guidelines in 2017, which aim to
address critical aspects such as the processing of personal data,
the applicability of GDPR regulations in terms of territorial
and substantive scope, roles during processing, and other relat-
ed matters. The NAIH has provided insights into blockchain
technology’s implications for data protection, particularly in
its application within transactions involving virtual currencies
like Bitcoin. A primary concern lies in the decentralized nature
of blockchain, which lacks centralized oversight. The NAIH’s
clarifications emphasize that when blockchain incorporates
personal data, individual users take on the role of data con-
trollers. Consequently, the user adding data to the blockchain
gains exclusive control over their stored information within
the block, determining its subsequent usage. Moreover, if this
control is transferred to another user, the recipient inherits
exclusive rights over the data and assumes the role of the data
controller. In this case, the legal basis for processing personal
data might be the consent of the data subject or the legitimate
interest of the user. Furthermore, another concerning matter
is whether the blockchain enables the profiling of users. The
NAIH states that this question can only be answered after
further examination of the specific blockchain in question.

Are there any expected changes in data pro-
tection on the horizon in the next 12 monthsin
Hungary?

Considering data protection enforcement trends in Hungary,
it’s anticipated that the NAIH will provide practical interpre-
tation and guidance on new technologies impacting data pro-
tection regulations. With fines increasing for GDPR violations,
organizations are recognizing the importance of prioritizing
data protection across all operational areas, particularly in light
of emerging technologies.
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The expected publication of the Al Act by the end of May
2024 is projected to offer comprehensive guidance on Al
systems over the next two years. Additionally, the interplay
between the Data Governance Act, the GDPR, and applicable
Hungarian national laws may be subject to guidance from the
NAIH. It’s hoped that this legislation will contribute to reduc-
ing data breaches resulting from the unlawful use of artificial
intelligence, thereby strengthening overall data protection
measures.

Expectedly, within the next 12 months, several acts will come
into force in Hungary aimed at bolstering the country’s digital
transformation and enhancing innovation in public adminis-
tration practices. Notably, Act C of 2021 on the Land Registry
and Act CIII of 2023 on the digital state and certain rules for
the provision of digital services are among these anticipated
legislations.

With these advancements poised to impact individuals’ daily
lives, new data protection concerns are likely to arise, necessi-
tating reflection in sector-specific legislation. It is anticipated
that electronic data processing and automated decision-mak-
ing, particularly by government bodies concerning individuals,
will see a surge in the coming year. Consequently, these emerg-
ing innovations will demand specific data processing regula-
tions within the framework of these new legislations. B
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What are the main data protection-related pieces
of legislation and other regulations in Lithuania?

Lithuania adheres to Regulation (EU) 2016/679 of the Euro-
pean Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing

of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (GDPR). The GDPR is a com-
prehensive data protection law enacted by the European Union
(EU) to ensure the privacy and security of personal data for all
EU citizens. As a member state of the EU, Lithuania complies
with GDPR requirements, implementing stringent measures to
protect individuals’ data rights. This includes obtaining explicit
consent for data collection (when other data processing legal
grounds cannot be applied), ensuring transparency in data
usage, and providing mechanisms for individuals to access, rec-
tify, or delete their personal data. Lithuania’s commitment to
the GDPR reflects its dedication to upholding high standards
of data privacy and protection in line with EU regulations.

Additionally, the main national data protection-related legal
acts in Lithuania are:

= Law on Legal Protection of Personal Data of the Repub-
lic of Lithuania, dated June 30, 2018, No XIII-1426 (Law
on Legal Protection of Personal Data);

= Law on Legal Protection of Personal Data Processed for
the Purposes of Prevention, Investigation, Detection or
Prosecution of Criminal Acts, Execution of Punishments
or for the Purposes of National Security or Defense, dat-
ed June 30, 2018, No XIII-1435 (Law on Data Protection
for Crime Prevention and National Security);

= Code of Administrative Offences of the Republic of
Lithuania, dated June 25, 2015, Nr XII-1869 (Code of
Administrative Offences);

= Law on Cyber Security of the Republic of Lithuania,
dated December 11, 2014, No XII-1428 (Law on Cyber
Security);

»=  Law on Electronic Communications of the Republic of
Lithuania, dated April 15, 2004, No IX-2135 (Law on
Electronic Communications);

= Orders of the Director of the State Data Protection
Inspectorate (SDPI);

Also, it is always useful to check and assess methodological
information (e.g, guidelines, recommendations, instructions)
adopted and published by the SDPI. Although these guide-
lines do not constitute legislation and are not legally binding
on entities, they provide highly useful practical information.
Adherence to these guidelines is strongly recommended when
conducting business activities related to personal data in Lith-
uania.
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Lithuania’s alignhment with the GDPR and its data protection
legal framework helps maintain coordinated practices for com-
panies that already operate in other EU countries, streamlining
their operations and compliance efforts across different juris-
dictions. However, it remains essential for companies to review
their policies to ensure they meet specific Lithuanian practices
and regulatory nuances, thereby achieving full compliance
within the local context.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

In Lithuania, the legislation closely aligns with the GDPR,
incorporating key definitions such as data processing, data
processor, data controller, data subject, personal data, sensitive
personal data, and others, thereby maintaining conformity with
established EU standards on data protection and privacy. Since
the Law on Legal Protection of Personal Data came into force
on July 16, 2018, references to the Law on the Legal Protection
of Personal Data of the Republic of Lithuania in Lithuanian
laws and regulations are construed as references to the GDPR
and, where applicable, the Law on the Legal Protection of
Personal Data. For instance, although the Law on the Legal
Protection of Personal Data provides several definitions for
clarification purposes as they are understood in Lithuania,
these definitions do not contradict those stated or otherwise
described in the GDPR:

= Direct marketing — any activity the purpose of which is
to offer goods or services to persons by post, telephone,
ot any other direct means and/or to seek their opinion on
the goods or services offered,;

= Public authorities and bodies — state and municipal
authorities and bodies, enterprises and public bodies
financed from state or municipal budgets and state mon-
etary funds and authorized to perform public adminis-
tration or to provide public or administrative services to
persons or to perform other public functions in accord-
ance with the procedure laid down by the Law on Public
Administration of the Republic of Lithuania.

The Law on Data Protection for Crime Prevention and Na-

tional Security also indicates several main definitions as they

are understood in the scope of national security matters, such

as personal data, personal data breach, biometric data, and data

processing, e.g:

= Personal data — any information relating to an identified
or identifiable natural person (data subject). An identi-
fiable natural person is a person who can be identified,
directly or indirectly, in particular by reference to an iden-
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tifier such as a name, a personal identification number,
location data, and an online identifier, or to one or more
factors specific to their natural, physiological, genetic,
mental, economic, cultural or social identity;

=  Biometric data — personal data relating to the physical,
physiological, or behavioral characteristics of a natural
person which, after specific technical processing, allow for
the accurate identification or confirmation of that natural
person, such as facial images or dactyloscopic data;

= Data processing — any operation or set of operations
which is performed upon personal data or sets of person-
al data, whether or not by automatic means, such as col-
lection, recording, sorting, organization, storage, adapta-
tion or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available,
alighment or combination with other data, restriction,
erasutre ot destruction.

The analysis of primary definitions outlined in Lithuanian
legislation reveals a close alignment with the GDPR as its data
protection provisions apply completely. These definitions serve
to enhance the understanding and implementation of data
protection measures in specific contexts such as crime preven-
tion and national security. Overall, the comprehensive defini-
tions outlined in Lithuanian legislation reflect a commitment
to safeguarding personal data and upholding privacy rights in
accordance with EU regulations, particulatly the GDPR.

This alignment offers significant benefits to entities looking
to invest or operate in Lithuania. By ensuring consistency
with the GDPR, Lithuania provides a stable and predictable
regulatory environment, reducing the complexity and cost of
compliance for businesses already familiar with EU standards.
This legal coherence fosters trust and confidence among in-
ternational investors and business partners, assuring them that
data protection practices meet the highest European standards.
Moreover, businesses operating in Lithuania can leverage this
robust data protection framework to enhance their reputation
and competitiveness in the global market, knowing that they
are operating within a jurisdiction that prioritizes data privacy
and security.

Which entities fall under the data privacy regula-
tions in Lithuania?

Entities subject to data privacy regulations in Lithuania encom-
pass a broad spectrum, including but not limited to govern-
ment agencies, businesses, organizations, public authorities,
and individuals who engage in the processing of personal data
within the jurisdiction. These regulations apply universally
across sectors and industries, ensuring comprehensive pro-
tection and compliance with data privacy laws. However, the
scope is neither broader, nor narrower than to those entities, to
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whom the GDPR requirements apply.

In essence, all companies must adhere to data privacy regula-
tions, as there is no company that does not process personal
data. Whether handling customer information, employee
records (all companies have at least one employee), or business
contacts, every organization engages in some form of personal
data processing. Compliance with data privacy laws is essential
to protect individuals’ rights, maintain trust, and avoid legal
penalties. Therefore, it is imperative for all businesses to im-
plement robust data protection measures and ensure they are
consistently updated in line with current regulations.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

As mentioned, Lithuania falls under the jurisdiction of the
GDPR, meaning that its data protection regulations are fully
applicable. Adherence to the data processing principles detailed
in Article 5 of the GDPR, along with the clear and transparent
communication of information to individuals regarding the
processing of their personal data as stipulated in Articles 13
and 14, are essential aspects to consider when engaging in data
processing activities in Lithuania.

Additionally, the Law on the Legal Protection of Personal
Data outlines several specific features of the processing of
personal data, which may slightly differ from other jurisdic-
tions in the EU, e.g.:

= Usage of personal identification number. It is prohibited
to make the personal code public and to process it for
direct marketing purposes.

= Data relating to criminal convictions and offenses. There
is a general prohibition on processing the personal data
of a candidate applying for a position or performing work
functions and an employee relating to criminal convic-
tions and offenses, except in cases where these personal
data are necessary to check whether a person meets the
requirements set out in laws and implementing legislation
to perform duties or work functions.

= Collection of personal data from former/current em-
ployees. The controller may collect personal data relating
to the qualifications, professional abilities, and personal
qualities of a candidate applying for a post or job function
from a former employer, after having informed the can-
didate. However, from a current employer such personal
data be collected only with the consent of the candidate.

= Monitoring of employees. When processing personal data
linked to monitoring employees’ behavior, location, or
movement, these employees must be informed about such
processing in writing or in another means that establishes
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the fact of notice about such processing;

= Children’s personal data. For the purpose of obtaining
consent for information society services, the child must be
at least 14 years old.

What rights do data subjects have under the data
protection regulations in Lithuania?

The rights afforded to data subjects under data protection reg-
ulations in Lithuania closely mirror those outlined in Section
IIT of the GDPR. These rights are supposed to grant data
subjects significant control over their personal data, ensuring
its protection and privacy.

= Right to access — data subjects have the right to obtain
confirmation from data controllers as to whether or not
personal data concerning them is being processed, and if
so, access to that personal data and certain related infor-
mation.

= Right to rectification — data subjects have the right to
request the rectification of inaccurate personal data con-
cerning them. They also have the right to have incomplete
personal data completed.

= Right to erasure (right to be forgotten) — data subjects
have the right to request the erasure of personal data con-
cerning them without undue delay under certain circum-
stances, such as when the data is no longer necessary for
the purposes for which it was collected or when the data
subject withdraws consent.

=  Right to restriction of processing — data subjects have
the right to request the restriction of processing of their
personal data under certain circumstances, such as when
the accutacy of the personal data is contested by the data
subject.

= Right to data portability — data subjects have the right to
receive the personal data concerning them, which they
have provided to a data controller, in a structured, com-
monly used, and machine-readable format, and have the
right to transmit that data to another controller without
hindrance.

= Right to object to processing — data subjects have the right
to object, on grounds relating to their particular situation,
at any time to processing personal data concerning them,
including profiling based on those provisions.

= Right to withdraw consent — where processing is based on
consent, data subjects have the right to withdraw consent
at any time, without affecting the lawfulness of processing
based on consent before its withdrawal.

= Right to lodge a complaint — data subjects have the right
to lodge a complaint with the SDPI if they consider that
the processing of personal data infringes the GDPR.
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The SDPI has issued valuable methodological information

for data subjects, what rights they have related to their per-
sonal data processing, and how they can exercise these rights
(e.g., Guidance for Employees of the Protection of Personal
Data in the Context of the Employment Relationship (2023),
Personal Data Protection Guidelines for Data Subjects (2019),
Personal Data Guidelines for Youth (2019), Personal Data Pro-
tection Guidelines for the Elderly (2019), etc.).

What is the territorial application of the data pri-
vacy regime in your jurisdiction?

The territorial scope of the data privacy regime in Lithuania
aligns with the GDPR. It extends not only to organizations
physically established within Lithuania but also to those out-
side its borders if they process the personal data of individuals
within Lithuania in connection with their business scope, e.g,,
offering goods or services. This means that regardless of their
location, entities processing the personal data of individuals
within Lithuania must adhere to Lithuanian data protection
laws, ensuring compliance with the GDPR and safeguarding
the rights of individuals irrespective of geographical bounda-
ries.

What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

The implementation of data processing principles delineated
in Article 5 of the GDPR, alongside transparent disclosutre of
information to data subjects regarding personal data process-
ing, as articulated in Articles 13 and 14 of the GDPR, are
pivotal factors and considerations governing data processing
engagement.

Furthermore, the Law on Legal Protection of Personal
Data establishes specific standards, which may exhibit minor
discrepancies from those in other EU countries. Moreover,
Lithuania persists in encountering reports of data breaches;
hence, due attention must be accorded to the adoption of
organizational and technical data security measures.

What are the regulations and best practices
concerning the retention and deletion of personal
data in Lithuania?

In Lithuania, regulations and best practices concerning the
retention and deletion of personal data are primarily governed
by the GDPR and the national data protection laws that com-
plement it. The SDPI has also issued valuable methodological
information for small and medium-sized businesses, as well

as comprehensive Guidelines for Data Controllers and Data
Processors under the Security Measures for Personal Data Pro-
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cessed and Risk Assessment, dated June 18, 2020. These guide-
lines include various recommendations for data controllers and
data processors concerning data protection and data security,
specifying the requirements they must fulfill to comply with
the GDPR and applicable data security standards, including
those related to the retention and deletion of personal data.

Here are some key aspects that data controllers and (or) data
processors after verifying their risk assessment as indicated in
the previously mentioned guidelines, should take into consid-
eration, together with those stipulated in the GDPR, when
conducting business in Lithuania:

= Before any data storage medium is removed, all data on it
must be destroyed using dedicated software that supports
reliable data destruction algorithms. If this is not possible
(e.g., DVD media), the physical destruction of the data
medium without the possibility of recovery must be car-
ried out a physical destruction of the data medium;

= paper and portable data media (e.g., DVD media) on
which personal data has been stored, must be destroyed
with dedicated shredders or other mechanical means;

= before removing media, multiple passes of software-based
overwriting must be performed for all media to be re-
moved;

= if third-party services are used for secure data destruction
and disposal of data media or paper documents, an appro-
priate service agreement must be concluded and records
destroyed must be logged,;

= after data deletion, additional measures should be taken,
for example, the removal of unwanted magnetic informa-
tion (demagnetization) may be performed;

= if a third party handles secure destruction of records, it
should ideally be done on the controller and/or proces-
sor’s premises to prevent data transfer. If not feasible, it
can be done elsewhere under the controller’s supervision.

The SDPI has issued several decisions infringement, inter alia,
related to the retention period, e.g:

= On April 20, 2023, the SDPI fined a company EUR
20,000. The company had suffered a data breach in which
the personal data of 50,000 data subjects was compro-
mised. During its investigation, the SDPI found that the
company had failed to implement appropriate technical
and organizational measures to protect personal data.
These included the lack of adequate access controls and
authentication of IT system administrators in the control-
ler’s information systems. Also, the SDPI found that the
company failed to set an appropriate retention period for
personal data.

= On January 24, 2023, the SDPI fined a company EUR
8,000. The controller failed to propetly fulfill the data
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subject’s right to access their personal data processed by
the company. The controller partially provided informa-
tion about the processing of the data subject’s personal
data, but the data subject was not given the opportunity to
verify the legal basis for the processing of their personal
data, the specific data being processed, the purposes of
the processing, the retention period, etc.

These decisions underscore the importance of implement-

ing robust data protection measures, setting appropriate data
retention periods, and ensuring transparency with data subjects
regarding their personal data. Companies can use these exam-
ples to review and improve their own data protection practices
to avoid similar infractions and penalties.

Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

Lithuania is unique in its approach to data protection, featuring
two supervisory authorities responsible for enforcing data pri-
vacy regulation: the State Data Protection Inspectorate (SDPI)
and the Office of the Inspector of Journalists’ Ethics (OIJE).

The SDPI serves as the primary regulatory authority, over-
seeing compliance with data protection laws, including the
GDPR and national legislation. Its duties encompass providing
guidance to organizations, addressing complaints from data
subjects, conducting investigations into data protection breach-
es, and imposing sanctions for non-compliance. The SDPI’s
work is essential in safeguarding the rights and freedoms of
individuals concerning the processing of their personal data in
Lithuania.

Complementing the SDPI, the OIJE focuses on ensuring
adherence to ethical standards in journalism. It oversees the
conduct of journalists and media organizations to maintain
professional ethics, accuracy, and integrity in reporting, The
OIJE is responsible for overseeing the GDPR when personal
data are processed for journalistic purposes or for purposes of
academic, artistic, or literary expression. This includes moni-
toring how personal information is shared on social media and
through mass media outlets such as television, radio, podcasts,
newspapers, and websites. Data subjects who believe their
rights have been violated in these contexts can approach the
OJJE to initiate an investigation or handle a complaint.

Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors in
Lithuania, and under what conditions?

In Lithuania, there are no disparate regulations governing the
appointment of a Data Protection Officer (DPO) across dif-
ferent organizations or sectors. The requirement for appoint-
ing a DPO in Lithuania aligns with the provisions stipulated
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in the GDPR. The GDPR delineates the criteria determining
when a DPO must be appointed, and these criteria uniform-
ly apply across all EU member states, including Lithuania.
Consequently, the conditions mandating organizations to
designate a DPO in Lithuania remain in harmony with the
requirements set forth in the GDPR. This uniformity aims to
ensure consistent levels of data protection throughout the EU
and to facilitate the seamless implementation and enforcement
of data protection laws across member states.

In essence, according to the GDPR, organizations must ap-
point a DPO in the following circumstances:

= public authorities and bodies (if the processing is carried
out by a public authority or body, except for courts acting
in their judicial capacity);

= regular and systematic monitoring of data subjects on
a large scale: When the core activities of the organiza-
tion involve regular and systematic monitoring of data
subjects on a large scale. This may include online behavior
tracking, profiling for marketing purposes, or monitoring
employee activities;

= large-scale processing of special categories of data or
data relating to criminal convictions and offenses. When
the organization’s core activities consist of large-scale
processing of special categories of data (sensitive data) or
data relating to criminal convictions and offenses it shall
appoint a DPO.

The appointment of a DPO is intended to ensure compliance
with data protection regulations and to act as a point of con-
tact for data subjects and supervisory authorities.

How should data breaches be handled in your
jurisdiction?

In Lithuania, the handling of data breaches must adhere to the
stringent regulations set forth in the GDPR as well as relevant
national data protection legislation. These regulations establish
clear protocols for organizations to follow in the event of a
data breach, emphasizing the importance of prompt detection,
thorough investigation, and timely notification of affected
individuals and supervisory authorities. Furthermore, the
SDPI offers valuable guidance through its Recommendation
on Procedures for Detecting, Investigating, Reporting, and
Documenting Personal Data Breaches, issued on July 2, 2018.
This recommendation outlines detailed procedures for manag-
ing data breaches, including steps for assessing the severity of
the breach, documenting findings, and implementing correc-
tive measures to prevent future incidents. The SDPI has also
established the means how the report should be provided to
the SDPI:

= Dby filling in the e-service form on the e-Government
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Gateway;
= by using the e-delivery system;
= sending documents signed by e-signatutes to ada@ada.lt;

= presentation of the document by registered mail or on-
the-spot delivery at the premises of the SDPI.

Effective handling of data breaches in Lithuania requires
organizations to adopt a proactive and comprehensive ap-
proach to data security. This entails not only responding swiftly
to breaches when they occur but also implementing robust
preventive measures to minimize the risk of breaches in the
first place. By closely following the guidelines established by
the GDPR, national legislation, and the SDPI, organizations
can ensure compliance with legal requirements while also
safeguarding the rights and privacy of individuals affected by
data breaches. Additionally, maintaining transparency and open
communication throughout the breach response process is
essential for building trust with data subjects and regulatory
authorities, reinforcing Lithuania’s commitment to upholding
high standards of data protection and security.

What are the potential penalties and fines for
non-compliance with data protection regulations
in Lithuania?

Based on the GDPR, fines for data protection violations may
amount to EUR 20 million or up to 4% of the undertaking’s
total worldwide annual turnover in the previous financial year,
whichever is higher. However, the two largest fines imposed so
far in Lithuania have been EUR 110,000 and EUR 61,500.

Penalties for non-compliance with the GDPR, and other

data protection regulations in Lithuania are relatively lower
compated to some other EU member states. While GDPR
violations can still result in fines as defined in the GDPR, the
amounts tend to be less severe in Lithuania than in countries
with stricter enforcement. However, it’s essential for businesses
and organizations to prioritize GDPR compliance to avoid
potential penalties and maintain trust with customers. Com-
pliance not only protects individuals’ data rights but also helps
build a positive reputation in the increasingly data-conscious
market landscape.

Top 5 penalties and fines for non-compliance with data protec-
tion regulations in Lithuania imposed by the SDPI:

=  On November 29, 2021, the SDPI imposed an admin-
istrative fine of EUR 110,000 for the publication of the
company’s personal data of its customers — personal data
of 110,302 users of the company’s service was disclosed
and made public. It was decided that the company failed
to ensure adequate management and control of the
security of personal data and failed to assess, manage, and
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control the risk of loss of confidentiality of personal data
contained in the database file.

= On May 16, 2019, during an inspection, the SDPI
discovered that the controller processed excessive data
beyond the required scope. Additionally, it was found that
payment data became publicly accessible online due to
insufficient technical and organizational safeguards in July
2018, affecting 9,000 payments across 12 banks from var-
ious countries. The SDPI determined that a data breach
notification under Article 33 of the GDPR was necessary,
but the controller failed to report it. Consequently, a fine
of EUR 61,500 was imposed.

= On June 21, 2021, a sports club received a fine of EUR
20,000 for requiring customers to scan their fingerprints
to access gym services, without offering alternative identi-
fication methods. Moreover, the data controller was found
to lack operational records and unlawfully processed em-
ployees’ fingerprints without a legal basis or data protec-
tion impact assessment.

= On April 20, 2023, the SDPI imposed a fine of EUR
20,000 in relation to a data breach. The company had suf-
fered a data breach in which the personal data of 50,000
data subjects was compromised. During its investigation,
the SDPI found that the company had failed to imple-
ment appropriate technical and organizational measures to
protect personal data. These included the lack of adequate
access controls and authentication of IT system admin-
istrators in the controller’s information systems. Also, it
was found that the company failed to set an appropriate
retention period for personal data.

= In February 2021, a fine of EUR 15,000 was imposed
on the Centre of Registers, which infringed the GDPR
clauses requiring it to ensure the integrity, availability, and
resilience of its systems and services for the permanent
processing of data and to be able to restore the conditions
for, and the availability of, the access to personal data in
the event of a physical or technical incident within the
time limits set by law.

Worth mentioning that where the data controllers perform
direct marketing activities with legal entities (B2B) without
having a proper legal basis, according to the current practice
of the SDPI, the violations of this issue may result in conse-
quences rather under the Law on Electronic Communications
than the GDPR. According to Article 83 of the Code of Ad-
ministrative Offences, violation of the processing of personal
data and the protection of privacy under the Law on Electron-
ic Communications shall be punishable by a fine of between
EUR 150 and EUR 580 for individuals and between EUR
300 and EUR 1,150 for CEOs or other responsible persons
of legal entities. Repeatable offenses may result in a fine for
individuals from EUR 550 to EUR 1,200, and, for CEOs or
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other responsible persons of legal entities, from EUR 1,100 to
EUR 3,000. Since it is a current practice, however, there are no
guarantees that this practice may not change.

From prevailing trends, it is evident that the SDPI is adopting
a stance of providing guidance and leadership rather than
solely focusing on punitive measures when it comes to GDPR
infringements. While maximum fines for violations have not
been frequently imposed, there is a noticeable shift towards

a more responsible approach to data protection. This shift is
reflected in the gradual increase in fines over time. It suggests
that the SDPI is prioritizing proactive measures such as guid-
ance, education, and support to help organizations improve
their data protection practices. This approach aims to foster a
culture of compliance and accountability, encouraging organ-
izations to prioritize data protection while mitigating the risks
of future breaches.

Are there any noticeable patterns or trends in how
enforcement is carried out in Lithuania?

The SDPI typically announces its inspection plan in the first
quarter of each year. Due to limited resources, such year-

ly inspection plans usually target no more than 50 entities.
The plans are primarily based on the number of complaints
received in previous years or are linked to corrective meas-
ures previously imposed by the SDPI. Additionally, while

the nationally approved first-year good practice of business
supervision does not encompass data protection inspections,
the SDPI generally excludes businesses operating for less than
a year from its yearly inspection schedule.

Despite conducting relatively few scheduled inspections, the
SDPI is obligated to investigate every complaint received and
review every notification of a data breach, particularly con-
cerning data leaks. The SDPI facilitates amicable settlement
procedures for data subject complaint investigations, serving
as a mediator between the data subject and data controller to
facilitate a mutually agreeable resolution.

How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in Lithuania?

As an EU member state, Lithuania is now tasked with imple-
menting the recently adopted Artificial Intelligence Act (Al
Act). The Al Act is a key element of the EU’s policy to foster
the development and uptake across the single market of safe
and lawful Al that respects fundamental rights. As explained
by the Commission, the Al Act also seeks to address the use
of general-purpose Al (GPAI) models. GPAI models not
posing systemic risks will be subject to some limited require-
ments, for example with regard to transparency, but those with
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systemic risks will have to comply with stricter rules. This new
regulation will apply two years after its entry into force, with
some exceptions for specific provisions. As to Lithuania, the
Al Act will serve as the basis for any forthcoming national
regulatory measures aimed at advancing the development of
artificial intelligence within Lithuania.

Additionally, the EU Data Act, which entered into force on
January 11, 2024, enables a fair distribution of the value of
data by establishing clear and fair rules for accessing and using
data within the European data economy, a necessity height-
ened by the growing prevalence of the IoT. Thanks to this
regulation, connected products will have to be designed and
manufactured in a way that empowers users (businesses or
consumers) to easily and securely access, use and share the
generated data.

These EU regulations will be the background for related
regulatory discussions in Lithuania. On one hand, the Lithu-
anian regulators are aware that over-regulation of emerging
technologies may limit the use of innovation in the country
and lead to a loss of competitive advantage. On the other
hand, an overly liberal approach can lead to particularly severe
consequences when it is difficult or too late to regulate meas-
ures that seriously violate human rights, including the right to
privacy and personal data protection.

Moreover, Lithuanian highlights the necessity for high-quality,
readily available data for emerging technologies and their re-
search. As pointed out in the Lithuanian Artificial Intelligence
Strategy, the Al system’s precision increases with the quality of
the data set. Data inaccuracies and flaws can result in biased Al
models, which can have unethical or discriminating effects.

This is why one of the important goals of Lithuania is to
ensure that data used for emerging technologies complies with
the European Union’s FAIR (“findable, accessible, interopera-
ble, and reusable”) Data Management principles.

Are there any expected changes in data pro-
tection on the horizon in the next 12 months in
Lithuania?

The draft Amending Law on Legal Protection of Personal
Data is being debated in the Lithuanian Parliament (Seimas).
Changes are expected in two areas:

= Processing of personal data relating to criminal convic-
tions and offenses. According to businesses’ requests to
have the possibility to process necessary personal data
relating to criminal convictions and offenses of candidates
applying for a position or performing work functions
and an employee, amendments have been introduced
establishing conditions that such personal data may be

WWW.CEELEGALMATTERS.COM

DATA PROTECTION 2024

processed according to the legitimate interests of the
employers, if:
= awritten balance test is performed, and exact roles are

identified,

= approved roles are publicized on the employer’s web-
site,

= data relating to criminal convictions and crimes are sub-
mitted by the candidate applying for a post or executing
work functions, or the employee themselves;

Procedure for publishing SDPI decisions. It is intended
to publish such decisions publicly on SDPI’s website no
later than five working days from the date of adoption.
It is worth mentioning, that when the decision relates to
identified compliance with relevant regulations, the name
of the data controller (processor) shall not be published.
Decisions of the SDPI shall be published for a period of
10 years. B
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What are the main data protection-related pieces
of legislation and other regulations in Poland?

The primary legal framework governing data protection in
Poland is established by Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the process-
ing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection
Regulation) (GDPR). The GDPR became directly applicable in
all Member States of the EU on May 25, 2018. It constitutes
the cornerstone of privacy regulations in Poland.

The GDPR allows the Member States in more than 50 areas
to introduce domestic data protection laws to supplement the
GDPR. To ensure the application of the GDPR in Poland,
the Polish Parliament adopted several national acts, specifying
many different aspects of data protection. Such acts include,
inter alia, the Act of 10 May 2018 on Personal Data Protec-
tion, as amended (Data Protection Act) and the Act of 21
February 2019, amending certain laws to ensure the implemen-
tation of the GDPR in Poland (2019 GDPR Implementation
Act). The 2019 GDPR Implementation Act amended Polish
sectoral laws, such as labor, consumer protection, insurance,
banking, and telecommunication laws. In total, it amended 162
different acts.

Consequently, Polish law provides several specificities on top
of the GDPR requirements, concerning, inter alia, the pro-
cessing of employees’ data, specific principles for conducting
marketing activities, the obligation to translate (or implement)
some of the privacy documents into the Polish language (i.c.
privacy notices, especially directed at consumers, employees,
and job applicants), the obligation to notify the appointment
of a data protection officer (DPO) to the Polish data protec-
tion authority (Polish DPA) and specific retention periods.
Polish law also introduces additional (criminal) penalties for
unlawful personal data processing.

Moreover, the Polish DPA has established and made public a
list of processing operations that are subject to the require-
ment for a data protection impact assessment (DPIA List).

Please find below a list of the most relevant local regulations
regarding various aspects of data protection in Poland:

= Data Protection Act;
= 2019 GDPR Implementation Act;
= Actof 26 June 1974 Labor Code;

= Act of 4 March 1994 on the Company Social Benefits
Fund;

= Actof 18 July 2002 on the Provision of Services by way
of Electronic Means;
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= Actof 16 July 2004 Telecommunication Law;

= Actof 6 June 1997 Criminal Code;

= Actof 29 August 1997 Banking Law;

= Actof 1 March 2018 on Counteracting Money Launder-

ing and Financing Terrorism;

= Actof 11 September 2015 on Insurance and Reinsurance
Activities;

=  Communication of the Polish DPA of 17 June 2019 on
the list of the processing operations which are subject to
the requirement for a data protection impact assessment;

= Various national acts specifying retention periods, such as
Act of 29 August 1997 Tax Ordinance.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

Primary definitions are set out directly in the GDPR.
Personal data

Under the GDPR, personal data is defined as any information
relating to an identified or identifiable natural person.

This is a broad term and includes a wide range of information.
The GDPR expressly states it includes online identifiers such
as cookies.

Data processing

Under the GDPR, processing means any operation ot set

of operations that is performed on personal data or on sets
of personal data, whether or not by automated means, such
as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available,
alignhment or combination, restriction, erasure or destruction.

Data processor

Under the GDPR, processor means a natural or legal person,
public authority, agency, or other body that processes personal
data on behalf of the controller.

Data controller

Under the GDPR, controller means the natural or legal per-
son, public authority, agency, or other body which, alone or
jointly with others, determines the purposes and means of the
processing of personal data; where the purposes and means
of such processing are determined by Union or Member State
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law, the controller or the specific criteria for its nomination
may be provided for by Union or Member State law.

Data subject

Under the GDPR, data subject means an identified or identifi-
able natural person. An identifiable natural person is one who
can be identified, directly or indirectly, in particular by refer-
ence to an identifier such as a name, an identification number,
location data, an online identifier, or to one or more factors
specific to the physical, physiological, genetic, mental, econom-
ic, cultural or social identity of that natural person.

Special category of personal data

Special category personal data under the GDPR includes pet-
sonal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership,
genetic data, biometric data, data concerning health, and natu-
ral person’s sex life and sexual orientation.

Consent

Under the GDPR, consent means any freely given, specific,
informed, and unambiguous indication of the data subject’s
wishes by which he or she, by a statement or by clear affirma-
tive action, signifies agreement to the processing of personal
data relating to him or her.

Which entities fall under the data privacy regula-
tions in Poland?

Territorial scope of application of the GDPR

The GDPR applies to the processing of personal data in the
context of the establishment of a controller or processor in
the EU.

It also contains express extra-territorial provisions and will ap-
ply to controllers or processors based outside the EU that: (i)
offer goods or services to individuals in the EU; or (ii) monitor
individuals within the EU. Controllers and processors caught
by these provisions will need to appoint a representative in the
EU, subject to certain limited exemptions.

The European Data Protection Board has issued Guidelines
on the tettitotial scope of the GDPR (3/2018).

Concepts of controllers and processors

The GDPR contains the concept of a controller, who deter-
mines the purpose and means of processing, and a processor,
who just processes personal data on behalf of the controller.

The European Data Protection Board has issued Guidelines
on the concepts of controller and processor in the GDPR
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(7/2020).

Both controllers and processors are subject to the rules in the
GDPR, but the obligations placed on processors are more
limited.

Manual and electronic records

The GDPR applies to both electronic records and structured
hatrd-copy records.

National derogations

The GDPR does not apply to law enforcement activities which
are instead subject to the Directive (EU) 2016/680 of the Eu-
ropean Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal
offenses or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework
Decision 2008/977/JHA (Law Enforcement Directive). The
GDPR also does not apply to areas of law that are outside the
scope of Union law, such as national security, and does not
apply to purely personal or household activity.

Furthermore, the Data Protection Act excludes the application
of the GDPR in several fields. Fully exempt are the activities
of special forces as well as the processing of personal data

by entities of the public finance sector if such processing is
necessary for the execution of tasks that are aimed at ensuring
national security.

The GDPR is also partially excluded from application in the
scope of editing, preparing, or publishing press materials, and
in the scope of literary or artistic activities (e.g., there is an
exemption to the obligation to provide privacy notices).

Moreover, data controllers conducting public services are
exempted from complying with certain obligations to provide
privacy notices and respond to subject access requests where
it is related to the performance of public duties, and exercis-
ing these provisions may breach the protection of classified
information or prevent or significantly obstruct the proper
execution of a public service.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

Specific sectors

Specific sectors have distinct regulatory regimes within Polish
jurisdiction. Sectoral laws (e.g., for banks, telecommunications
operators, and healthcare service providers) impose additional
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security obligations on data controllers. They include, inter alia,
the following;:

= Healthcare sector:
= Medical Activities Act of 15 April 2011;

= Act on Patients’ Rights and the Commissioner for
Patients’ Rights of 6 November 2008;

= Act on the Healthcare Information System of 28 April
2011; and

= Act on Clinical Trials of Medicinal Products for Hu-
man Use of 9 March 2023;

= Telecommunication sector: Telecommunication Law of
16 July 2004;
= Energy sector: Energy Law Act of 10 April 1997

= Financial sector: Payment Services Act of 19 August
2011; Act on Counteracting Money Laundering and Ter-
rorist Financing of 1 March 2018; Act on the Principles
of Obtaining Information About the Criminal Record of
Persons Applying for Employment and Persons Em-
ployed in Entities of the Financial Sector of 12 April
2018; Financial Instruments Trading Act of 29 July 2005;

= Insurance sector: Insurance and Reinsurance Activity Act

of 11 September 2015;
= Banking sector: Banking Act of 29 August 1997.

Employees’ data

Act of 26 June 1974 Labor Code (L.abor Code) includes a list
of categories of personal data of employees and job applicants
that can be processed by employers or potential employers.
The consent of an employee or a job applicant may constitute
a valid legal basis for personal data processing in some cases
and would fall within the scope provided for in the Labor
Code.

The Labor Code also includes specific provisions for employee
monitoring. It is strictly prohibited to monitor the premises
entrusted to trade union organizations. It is also prohibited to
monitor sanitary rooms, cloakrooms, canteens, and smoking
rooms unless the monitoring in these rooms is necessary to
ensure the safety of employees, the security of the property,
the production control, or to keep the confidentiality of the
information, disclosure of which could expose the employer
to harm.

E-mail monitoring and other forms of employee monitoring
are also allowed, but specific rules set out in the L.abor Code
must be followed.

Further, the recent amendments to the Labor Code introduced
a legal basis for conducting sobriety tests of employees and
provided rules for the processing of sensitive personal data in
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the form of information on the results of sobriety tests (data
concerning health).

The Labor Code also includes specific provisions regarding
remote working (the employer is obliged to define procedures
for the protection of personal data by employees working
remotely and to provide instruction and training in this regard,
where necessary).

The protection of employees’ personal data is also specified
by other Polish laws. For example, the processing of employ-
ees’ personal data for the purposes of running the company
social benefits fund is regulated by Act of 4 March 1994 on
the Company Social Benefits Fund (Company Social Benefits
Fund Act). Among other things, the Company Social Benefits
Fund Act imposes conditions on allowing only persons with
written authorization to process certain categories of personal
data and an obligation to review and erase personal data col-
lected for the purposes of running the company social benefits
fund at least once per calendar year, if processing them is no
longer necessary.

In addition, legislation concerning processing information
about criminal offenses in the financial sector has been in
force since June 2018. It gives employers from the financial
and banking sector an explicit right to check criminal records
with respect to certain employees and job applicants, includ-
ing employees employed in, and job applicants applying for,
a position requiring access to confidential data or making
high-risk decisions. It includes a broad list of financial sector
entities that fall within the scope of its application and sets out
the specific requirements for processing information about
criminal offenses of job applicants and employees.

What rights do data subjects have under the data
protection regulations in Poland?

Data subjects in Poland generally have the same rights as those
under the GDPR.

Right to access information

Data subjects have a right to access copies of their personal
data by making a written request to the controller. The initial
request is free, though a charge can be made for subsequent
requests. Controllers can refuse the request if it is manifestly
unfounded or excessive. The right to obtain a copy of pet-
sonal data should not adversely affect the rights and freedoms
of others. The response must be provided within a month,
though this can be extended by two months if the request is
complex.
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Right to data portability

Data subjects also have a right to data portability where the
condition for processing personal data is consent or the
performance of a contract. It entitles individuals to obtain any
personal data they have “provided” to the controller in a ma-
chine-readable format. Individuals can also ask for the data to
be transferred directly from one controller to another. There is
no right to charge fees for this service.

Right to be forgotten

A data subject can ask that their data be deleted in certain
circumstances. However, those circumstances are relatively
limited, for example where the processing is based on consent,
that consent is withdrawn and there are no other grounds for
processing, Even where the right does arise, there are a range
of exemptions, for example where there is a legal obligation to
retain the data.

Objection to direct marketing

A data subject can object to their personal data being pro-
cessed for direct marketing purposes at any time. This includes
profiling to the extent related to direct marketing,

Other rights

The GDPR contains a range of other rights, including the
right to have inaccurate data rectified. There is also a right to
object to processing being carried out in the performance of a
public task or under the “legitimate interests” condition.

Finally, there are controls on making decisions based solely
on automated decision-making that produce legal effects or
similatly significantly affect the data subject.

What is the territorial application of the data pri-
vacy regime in your jurisdiction?

In Poland, the territorial application of the data privacy regime
is primarily governed by the GDPR, which is directly applica-
ble in all EU Member States, including Poland. The GDPR has
an extraterritorial scope and applies not only to entities based
within the EU but also to organizations outside the EU if they
process the personal data of individuals who are in the EU in
connection with:

= the offering of goods or services to such individuals in
the EU, regardless of whether a payment is required;

= the monitoring of their behavior, as far as their behavior
takes place within the EU.

In summary, the territorial application of the data privacy re-
gime in Poland covers entities operating within Poland, Polish
entities processing data outside of Poland, and non-Polish en-
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tities processing personal data of individuals located in Poland
in the context of offering goods, services, or monitoring their
behavior.

What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

When planning processing activities in Poland, it is essential to
consider several key factors. These include regulations con-
cerning employees’ personal data, the need to maintain some
documentation in the Polish language, and the requirement

to inform the Polish DPA of an appointment of a DPO.
Furthermore, the appointment of a DPO carries additional
responsibilities. Controllers ate also obliged to conduct the
data protection impact assessment (DPIA) under circumstanc-
es specified by the Polish DPA. Additionally, compliance with
specific data retention periods mandated by Polish law, and
obligations related to marketing activities, which are detailed
below, ought to be factored in.

Use of Polish language in data protection documentation

The obligation to provide information to data subjects in
Polish results from the Act of 7 October 1999 on the Polish
Language, according to which any communication with the
consumers must be in Polish. This means that privacy notices
directed at consumers in Poland must be prepared or translat-
ed into Polish. The same applies to employment relationships.
Moreover, according to the Transparency Guidelines under
Regulation 2016/679 issued by the Article 29 Working Party, if
the controller directs information to data subjects who speak
another language or languages, a translation in that language or
those languages should be provided by the controller.

Moteover, under the Data Protection Act, the Polish DPA
may request to translate GDPR documentation into Polish
at the expense of the party in the course of the proceedings.
It is therefore recommendable for Polish entities to prepare
and implement internal privacy documentation in the Polish

language.

Obligation to notify the appointment of a DPO to the
Polish DPA

Under Article 10 of the Data Protection Act, an entity that ap-
points a DPO shall notify the Polish DPA of the appointment
within 14 days of the appointment. The Data Protection Act
specifies what information must be included in such notifica-
tion.
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Additional obligations regarding DPO appointment

Under the Data Protection Act, an entity that appoints a DPO
shall make the DPO’s name, surname, and e-mail address or
telephone number available on its website immediately after
such appointment or, if it does not maintain its own website,
in a manner publicly accessible at the place of business.

DPIA List

The Polish DPA has published the DPIA List to specify what
processing activities require conducting a DPIA. For example,
in Poland, using systems for monitoring employees’ working
time and the flow of information in the tools they use (e-mail,
Internet) or customer profiling systems to identify purchase
preferences requires conducting a DPTA. The DPIA List
should be taken into account while carrying out a risk assess-
ment for Polish entities.

Marketing Activities

In order to legally process personal data as part of marketing
activities carried out in Poland, in addition to the GDPR, the
provisions of the following national laws must be taken into
account: (i) Act of 18 July 2002 on the Provision of Services
by way of Electronic Means (ECA) and (ii) Act of 16 July
2004 Telecommunication Law (TL). Moreover, over the years,
there have been numerous interpretations and decisions pub-
lished by competent authorities (Polish DPA, the President of
the Office of Electronic Communications, and the President
of the Office of Competition and Consumer Protection),
which have clarified the requitements for individual consents
collected for marketing purposes.

Article 172(1) of the TL and Articles 10(1) and (2) of the
ECA, require consents for, respectively:

= the use of telecommunications terminal equipment and
automatic calling systems for direct marketing purposes;
and

= the sending of commercial information addressed to a
designated recipient who is a natural person by means of
electronic communication.

With regard to the criteria that these consents should meet,
the ECA and the TL refer to data protection legislation. This
means that the consents collected from Poland should satisfy
the requirements set out in the GDPR. However, in Poland,
there have been several decisions clarifying what the various
supervisory authorities consider to be “valid consent.” For ex-
ample, it follows that the different channels of communication
used for direct marketing purposes (SMS, e-mail, etc.) should
be specified, and data subjects should be allowed to consent to
each of the channels of communication separately.
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Moreover, the use of cookies is subject to the conditions set
out in Article 173 of the TL. According to this provision, the
use of cookies is allowed provided that:

= the user is informed in advance, in an unambiguous, easy,
and understandable manner, of the purpose of storing
and accessing the information collected through cookies
and of the possibility of changing the cookie settings via
the software installed on the uset’s terminal equipment;

= the user consents to the use of cookies; and

= the installation or use of cookies will not result in any
configuration changes on the uset’s terminal equipment or
on the software installed on that equipment.

Although under Article 173(2) of the TL consent for cookies
can be given via browser settings, the Polish DPA has taken
the view that such consent should be actively obtained by the
controller (therefore, reliance on the uset’s browser settings is
not a recommended solution).

The ECA also specifies in Article 18 the categories of personal
data that may be processed in connection with the provision
of electronic services, including for the conclusion of con-
tracts and for the purposes of advertising, market research,
and research into customer behavior and preferences to
improve the quality of the service provided by the service
provider, and introduces consent requirements for certain of
these processing activities.

Specific retention periods

It is also necessary to consider retention periods resulting from
various Polish laws, which will be further described below.

What are the regulations and best practices
concerning the retention and deletion of personal
data in Poland?

There are specific retention periods resulting from numer-
ous Polish laws. The most relevant retention periods result
from laws regarding personal data collected in the context of
employment/HR, taxes, accounting, concluding contracts,
court proceedings, etc. Retention periods usually result from
specific Polish laws, therefore it is not possible to implement a
group data retention policy without adjusting it to Polish law
requirements first. Determining all relevant retention periods
requires a case-by-case analysis including mapping and examin-
ing processing activities. Organizations should document their
data retention and deletion policies, clearly stating the criteria
for determining retention periods and the procedures for data
deletion or anonymization. When data is no longer needed,

it should be securely deleted or anonymized so that it can no
longer be associated with an individual.
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Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

The Data Protection Act appointed a new supervisory author-
ity in Poland, namely the President of the Office of Personal
Data Protection. This Office replaced the Inspector General
for Personal Data Protection which office ceased to exist as of
May 25, 2018.

The President of the Office of Personal Data Protection (Of-
fice of Personal Data Protection)

ul. Stawki 2

00-193 Warsaw

https:/ /uodo.gov.pl/

The President of the Office of Personal Data Protection rep-
resents Poland on the European Data Protection Board.

Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors in
Poland, and under what conditions?

The conditions for the necessity of appointing a DPO in
Poland derive from Article 37 of the GDPR. Both controllers
and processors must appoint a data protection officer if: (i)
they are a public authority; (i) their core activities consist of
regular and systematic monitoring of data subjects on a large
scale; or (iii) their core activities consist of processing special
category personal data on a large scale (including processing
information about criminal offenses).

DPOs must also be appointed where required by national law.
However, Poland has not made such an appointment mandato-
ry in the private sector in any additional circumstances.

How should data breaches be handled in your
jurisdiction?

A personal data breach must be notified to the relevant supet-
visory authority unless it is unlikely to result in a risk to data
subjects. The notification must, where feasible, be made within
72 hours. If the personal data breach is a high risk for data
subjects, those data subjects must also be notified.

Specific laws on data breach notifications apply to the elec-
tronic communications sector under the national laws imple-
menting the Privacy and Electronic Communications Directive
(ePrivacy Directive) and to operators of essential services and
digital service providers under national laws implementing the
Network and Information Systems (NIS) Directive. The reg-
ulatory landscape in this regard is set to evolve soon, with the
Polish Parliament actively working on legislation to implement
the NIS2 Directive. This forthcoming legislation will broaden
the scope of responsibilities, introducing enhanced notification
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requirements for a wider range of organizations.

Pursuant to the Data Protection Act, the President of the
Office of Personal Data Protection may introduce an online
system enabling controllers to report personal data breaches.
The President of the Office of Personal Data Protection has
created such a system that enables notification of personal
data breaches in electronic form.

What are the potential penalties and fines for
non-compliance with data protection regulations
in Poland?

Administrative Fines

The GDPR is intended to make data protection a boardroom
issue. It introduces an antitrust-type sanction regime with fines
of up to 4% of annual worldwide turnover or EUR 20 million,
whichever is greater. These fines apply to breaches of many of
the provisions of the GDPR, including failure to comply with
the six general data quality principles or carrying out process-
ing without satisfying a condition for processing personal data.

A limited number of breaches fall into a lower tier and so are
subject to fines of up to 2% of annual worldwide turnover
or EUR 10 million, whichever is greater. Failing to notify a
personal data breach or failing to put an adequate contract in
place with a processor falls into this lower tier.

Fines can only be imposed where there is an intentional or
negligent infringement of the GDPR, see CJEU judgment in
the Deutsche Wohnen case (C-807/21).

The Data Protection Act lowers the level of these administra-
tive fines for public authorities. The fines for public authorities
cannot exceed PLN 100,000 (approximately EUR 23,000).

The Data Protection Act also introduces criminal fines that
can be imposed on an individual as a result of a criminal con-
viction for criminal offenses related to data protection, such as
unlawful data processing or hindering inspection proceedings.
Their value is determined by the Criminal Code.

Criminal sanctions

The Data Protection Act also provides that persons who
process personal data unlawfully or without authorization face
a criminal fine, restriction of personal liberty, or imprisonment
of up to two years (three years if such processing concerns
special categories of data).

A criminal fine, restriction of personal liberty, or imprison-
ment of up to two years may also be imposed as a criminal
sanction for hindering inspection proceedings.
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Compensation

Data subjects have a right to compensation in respect of
material and non-material damage. This requires more than a
mere infringement of the GDPR and there must be actual ma-
terial or non-material damage; however, there is no minimum
threshold of seriousness before compensation is available, see
CJEU judgment in the Oesterreichische Post case (C-300/21).

Are there any noticeable patterns or trends in how
enforcement is carried out in Poland?

Trends in enforcement

To date, the majority of GDPR fines issued in Poland have
targeted businesses in the industry and commerce, media,
telecoms and broadcasting, finance, and insurance sectors.
However, the Polish DPA has not limited its oversight to these
sectors specifically. In Poland, the predominant reasons for
GDPR penalties have been the lack of adequate legal grounds
for data processing (as per GDPR Articles 5 and 6), short-
comings in information security (Article 32), or the inadequate
execution of the obligation to notify of data breaches (Articles
33 and 34).

Sectoral inspection plans

Further, the Polish DPA announces annually the sectoral
inspection plans. Every year, the authority indicates which
business sectors or specific processing operations will be sub-
ject to increased regulatory scrutiny and potential enforcement
for failure to comply. This year, the plan includes three points,
one of which relates to public authorities processing personal
data in the Schengen Information System (SIS) and Visa In-
formation System (VIS). However, the other two points of the
plan are relevant to businesses across all sectors in the private
sector. The list includes entities processing personal data using
Internet (web) applications. The Polish DPA specifies that it
will verify the method of securing and sharing personal data
processed in connection with the use of these web applica-
tions. The Polish regulator will also focus this year on verifying
the correct fulfillment of information obligations by private
sector entities.

Highest GDPR fines in Poland

The three most substantial fines issued in Poland to date —
against Fortum Marketing and Sales Polska S.A., Morele.net,
and Virgin Mobile Polska sp. z 0.0. — were due to the compa-
nies not having robust organizational and technical protec-
tions, which resulted in unauthorized access to stored personal
data. The most severe penalty imposed under the GDPR in
Poland thus far is the PLN 4.9 million fine (about EUR 1.08
million) levied on Fortum Marketing and Sales Polska S.A.
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after a security breach exposed the personal data of 137,314
individuals. This breach was facilitated by unauthorized access
to a server, a situation that could have been prevented with
proper security measures, which the company’s processor
failed to implement. The Polish DPA has established that the
controller, failing to properly verify the processor, should bear
responsibility for the breach. Judgment is currently pending
before the Supreme Administrative Court, with the final ver-
dict yet to be confirmed.

In September 2019, Morele.net was fined EUR 660,000 for
insufficient organizational and technical safeguards, which
according to the President of the Office of Personal Data
Protection did not prevent the violation of the integrity of
the Morele.net platform against organized hacker attacks in
November and December 2018. As a result of these attacks,
personal data (including PESEL number) of over 2.2 million
of Morele.net’s clients were stolen, and hackers carried out
attempts to extort fake payments. Morele.net appealed the
decision and it was eventually annulled by the Supreme Admin-
istrative Court in February 2023. In the Court’s view, the mere
effect of the attack (successful hacking of the company’s I'T
systems) is not proof that the data controller did not imple-
ment appropriate safeguards. In addition, the Court noted
that the President of the Office of Personal Data Protection
should have appointed an expert witness in the proceedings.
The President of the Office of Personal Data Protection
reconsidered the case and imposed an even higher fine on the
controller in the amount of EUR 810,000 in February 2024,
which is so far the second-highest fine imposed in Poland
under the GDPR.

In December 2020, Virgin Mobile Polska was fined EUR
460,000 for failing to implement appropriate technical and ot-
ganizational measures that would ensure an adequate level of
IT security. Owing to this, they suffered a data breach whereby
the personal data of 114,963 customers was accessed by an un-
authorized person, in the scope of name and surname, PESEL
registration number, series and number of 1D card, telephone
number, and NIP number. Due to the scope of the personal
data disclosed, the breach resulted in a high risk to the rights
and freedoms of natural persons.

Statistics from the Polish DPA’s annual report

According to the annual report published by the Polish DPA
in 2023:

= in 2022, the Polish DPA received 6,995 complaints from
data subjects;

the proceedings were completed in 6,479 cases, of which
1,830 resulted in administrative decisions;

= Polish DPA received 12,722 reports of data breaches (a
similar number compared to 2021);
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= Polish DPA imposed 20 administrative fines, in the total
amount of PLN 7,850,861;

= sector inspections were carried out at 40 entities, eight
of which were initiated as a result of learning of the data

breach by the Polish DPA.
New Head of the Office

With the recent appointment of a new individual for the func-
tion of the President of the Office of Personal Data Protec-
tion, future enforcement practices may diverge, reflective of
the new leadership’s priorities and viewpoints.

How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in Poland?

Emerging technologies like Artificial Intelligence (AI), the
Internet of Things (IoT), and blockchain are significantly
influencing data protection considerations in Poland, as they

do globally.
Artificial intelligence

Al systems have the ability to analyze and process large
volumes of data, encompassing personal information, which
empowers them to learn, make choices, and provide insights.
At the same time, Al systems bring various issues regarding
privacy, including but not limited to, valid consent, adher-
ence to data minimization principles, and the implications of
automated decision-making, Moreover, Al poses significant
challenges to the rights of individuals, such as the right to
erasure (the right to be forgotten). Addressing these concerns
will predominantly require interpretation and application of
the GDPR and the forthcoming Regulation of the European
Parliament and of the Council Laying Down Harmonised
Rules on Artificial Intelligence (Artificial Intelligence Act) and
Amending Certain Union Legislative Acts (AT Act) which has
been recently adopted by the European Parliament and should
enter into force in the coming weeks.

According to the press release of the Polish DPA, the Polish
supervisory authority is in the process of developing guidance
for the design and adjustment of national legislation to meet
data protection standards in relation to Al systems utilization.
This guidance is intended to be a resource for the parliament
during legislative deliberations regarding Al.

IoT

IoT services depend on the exchange of data between in-
terconnected devices or between these devices and central
infrastructure. Consequently, compliance with the privacy
laws necessitates the consideration of multiple requirements.
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One of the main considerations is the fact that smart devices
usually need access to data collected by other devices via the

IoT and vice versa. Such access might, however, increase the

risk of data breaches.

The Regulation (EU) 2023/2854 of the European Patliament
and of the Council of 13 December 2023 on harmonized
rules on fair access to and use of data and amending Regula-
tion (EU) 2017/2394 and Directive (EU) 2020/1828 (EU Data
Act) imposes new obligations on those providing “connected
products” (i.e., devices that collect data and communicate that
data via an electronic communications service) and related set-
vices. The obligations generally relate to “product data” (which
is data intended to be retrieved from the connected product)
and service data.

In Poland, authorities have not yet responded to the challenges
resulting from IoT and it is yet to be determined whether the
government will pursue a path toward tighter regulation of
IoT business models, as has been done, for example, in the
UK.

Blockchain

The decentralized structure of blockchain networks and the
enduring nature of the data recorded on them present two
main categories of challenges for personal data processing
with this technology.

The primary challenge involves clarifying roles in accordance
with the GDPR. The definition of these roles will significantly
influence how responsibilities and liabilities are distributed
among participants within the blockchain network, and this al-
location will vary based on the conceptual framework adopted.

The second challenge is associated with upholding the rights
of individuals whose data are being processed. This includes
the right to be informed about who is processing their data, in
what manner, and for what duration. There is also the right to
have the data rectified or to stop the processing. The immuta-
ble nature of data stored on the blockchain complicates, and in
some cases may preclude, the fulfillment of these rights.

Poland is planning to enact a cryptocurrency law to align with
the provisions of EU Regulation 2023/1114 of the European
Parliament and of the Council of 31 May 2023 on markets in
crypto-assets, and amending Regulations (EU) No 1093/2010
and (EU) No 1095/2010 and Directives 2013/36/EU and
(EU) 2019/1937 (MICA Regulation), which governs crypto-
currency markets. This upcoming legislation aims to bolster
customer and investor safeguards and uphold the crypto-
currency market’s integrity. The Polish DPA has reviewed a
preliminary draft of the law and highlighted certain areas that
require further clarity, particularly concerning the personal data
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protection of market participants.

Despite the EU’s cryptocurrency regulation directly referenc-
ing the GDPR, the Polish DPA suggests that incorporating
specific personal data protection management guidelines into
national law could be beneficial. Such provisions would mini-
mize ambiguity when determining the roles and obligations of
entities processing personal data. For instance, there is a need
for clarity regarding the mandatory data protection impact
assessment stipulated in Article 35 of the GDPR, as well as the
implementation of suitable technical and organizational meas-
ures as per Article 25 of the GDPR, especially considering the
extensive data processing that occurs with emerging technolo-
gies like distributed ledger technology.

Are there any expected changes in data pro-
tection on the horizon in the next 12 monthsin
Poland?

Within the next 12 months, there is a possibility that some new
regulations will be enacted that could impact the requirements
for data protection and privacy obligations in Poland.

Whistleblowing

A proposed Polish act concerning whistleblower protection
which aims to implement the Directive (EU) 2019/1937
(Whistleblowing Directive) into the Polish legal system is
currently in the process of parliamentary works. The Whistle-
blowing Directive focuses on establishing robust measures for
the safeguarding of individuals who report breaches of EU
law. The draft Polish law on whistleblowing provides for some
additional provisions regarding data protection, such as provid-
ing a specific data retention period for processing operations
regarding whistleblowing. Moreover, the personal data of the
whistleblower, which could reveal their identity, shall not be
disclosed to unauthorized individuals unless the whistleblower
provides explicit consent.

The draft Polish law on whistleblowing raises some con-

cerns regarding the absence of provisions specifying which
personal data can be used to identify whistleblowers, which
could ensure a uniform catalog of data categories in various
registries and be in line with the data minimization principle.
Additionally, the draft fails to address the processing of special
category data, despite the potential for reports to reveal the
political opinions or beliefs of the alleged violator. Changes in
this regard may be introduced at the stage of ongoing patlia-
mentary works.

Most of the provisions are anticipated to take effect three
months following publication of the act in the Journal of
Laws.
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Cybersecurity

Cybersecurity is fundamentally connected to the safeguard-
ing of personal data. On April 24, 2024, a proposed revision
of the National Cyber Security System Law was released by
the Polish government, which aims to implement the NIS2
Directive. This proposal addresses the escalating necessity for
enhanced cybersecurity measures within Poland and strives

to align domestic policies with those of the European Un-
ion. The forthcoming changes will substantially broaden the
range of organizations that fall under the regulation’s purview,
mandate that companies determine for themselves whether
they classify as either a key or important entity according to the
law (self-identification), and raise the fines for non-compliance
with cybersecurity responsibilities significantly.

Electronic Communications Law

On May 7, 2024, the government adopted a draft law to re-
place the current Act of 16 July 2004 Telecommunication Law,
which will provide a new regulatory framework for electronic
communications in Poland (Electronic Communications Law).
The primary purpose of the draft law is to implement the
provisions of Directive (EU) 2018/1972 of the European
Patliament and of the Council of 11 December 2018 establish-
ing the European Electronic Communications Code into the
national legal order. It contains provisions comprehensively
regulating the electronic communications sector, defining the
rights and obligations of regulatory authorities, entrepreneurs,
and end users (including consumers). The new Electronic
Communications Law will comprehensively regulate, among
other things, the performance of activities involving the provi-
sion of electronic communications services, the regulation of
electronic communications markets, as well as the rights and
obligations of users, the principles of telecommunications data
processing and the protection of electronic communications
secrecy. It will also set out new rules of data processing in

the provision of publicly available electronic communications
services.

The Electronic Communications Law will now be the subject
of parliamentary works. The new laws are expected, in princi-
ple, to come into force three months after publication in the
Journal of Laws. B
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What are the main data protection-related pieces
of legislation and other regulations in Romania?

The key regulations in the field of data protection in Romania
are (a) Regulation (EU) 2016/679 of the European Patliament
and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data
and on the free movement of such data (General Data Protec-
tion Regulation/ GDPR) and (b) Law No. 190/2018 on meas-
ures to implement GDPR (Law 190/2018). Law 190/2018
mostly addresses the so-called “open matters” set forth by
GDPR (i.e., the matters upon which the member states have
been given the freedom to regulate at their sole discretion).

Additionally, there are a series of regulations addressing the
rules for processing personal data in various fields, such as:

= Law No. 363 of 28 December 2018 on the protection
of individuals with regard to the processing of personal
data by competent authorities for the purpose of prevent-
ing, detecting, investigating, prosecuting, and combating
criminal offenses or the execution of criminal penalties,
educational and security measures, and on the free move-

ment of such data (Law 363/2018);

= Law No. 506/2004 regarding the processing of personal
data and the protection of privacy in the electronic com-
munications sector (Law 506/2004);

= Law No. 365/2002 on electronic commetce (Law
365/2002);

= Law No. 363/2022 regarding the establishment of the ot-
ganizational framework for the purpose of national opera-
tionalization of the centralized system for determining the
member states that hold information on the convictions
of third-country nationals and stateless persons, as well as
for the amendment and completion of Law no. 290/2004
regarding the criminal record (Law 363/2022).

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

Law 190/2018 (Article 2)

= national identification number — the number by which a
natural person is identified in certain record systems and
which has general applicability, such as personal numerical
code, series, and number of the identity document, pass-
port number, driver’s license number, insurance number
social health;

= remedial plan — appendix to the report entailing the sanc-
tioning of the contravention, pursuant to the conditions

WWW.CEELEGALMATTERS.COM

DATA PROTECTION 2024

provided for in art. 11, by which the National Supervisory
Authority for the Processing of Personal Data, hereinafter
referred to as the National Supervisory Authority, estab-
lishes the remedial measures and the remedial deadline;

= remedial measure — solution ordered by the National Su-
pervisory Authority in the remedial plan in order for the
authority/public body to fulfill the obligations provided
for by law;

= remediation period — the period of time of a maximum
of 90 days from the date of communication of the min-
utes of detection and sanctioning of the contravention,
during which the authotity/public body has the oppot-
tunity to remedy the irregularities identified and comply
with its legal obligations;

= performance of a task that serves a public interest —
includes those activities of political parties or organi-
zations of citizens pertaining to national minorities, of
non-governmental organizations, which serve to achieve
the objectives provided by constitutional law or public
international law or the functioning of the democratic sys-
tem, including encouraging the participation of citizens in
the decision-making process and the preparation of public
policies, respectively the promotion of the principles and
values of democracy.

Law 363/2018 (Article 4)

= restriction of processing — marking stored personal data,
with the aim of limiting their future processing;

= profiling — any form of automatic processing of personal
data that consists in the use of personal data to evaluate
certain personal aspects relating to a natural person, in
particular, to analyze or predict aspects of workplace per-
formance, economic status, health, personal preferences,
interests, correctness, behavior, location or movements of
the respective natural person;

= data record system — any structured set of personal data
accessible according to specific criteria, either centralized,
decentralized, or distributed according to functional or
geographical criteria;

= genetic data — personal data relating to the inherited or
acquired genetic characteristics of a natural person, which
provide unique information regarding the physiology or
health of that natural person, as it results in particular
from an analysis of a sample of biological material col-
lected from that individual;

=  biometric data — personal data resulting from specific pro-
cessing techniques, related to the physical, physiological,
or behavioral characteristics of a natural person, which
allow or confirm the unique identification of that natural
person, such as facial images or dactyloscopic data;
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= health data — personal data related to the physical or
mental health of a natural person, including the provision
of medical assistance services, which reveal information
about their state of health;

Law 506/2004 (Article 2)

= user — any natural person who benefits from an electronic
communications service intended for the public, without
necessarily being a subscriber to this service;

= traffic data — any data processed for the purpose of
transmitting a communication through an electronic com-
munications network or for the purpose of invoicing the
applicable amount for the operation;

= cquipment identification data — technical data of the pro-
viders of communications services intended for the public
and of the providers of public electronic communications
networks, which allow the identification of the location
of their communications equipment, processed for the
purpose of transmitting a communication through an
electronic communications network or for the purpose of
invoicing the applicable amount for the operation;

= location data — any data processed in an electronic com-
munications network or through an electronic communi-
cations service, which indicates the geographical position
of the terminal equipment of the user of an electronic
communications service intended for the public;

= communication — any information exchanged or trans-
mitted between a determined number of participants by
means of an electronic communications service intended
for the public; this does not include information transmit-
ted to the public through an electronic communications
network as part of an audiovisual program service, to the
extent that no link can be established between the infor-
mation in question and the identifiable subscriber or user
who receives it;

= value-added service — any service that requires the pro-
cessing of traffic data or location data, for purposes other
than the transmission of communication or the invoicing
of the applicable amount for the operation;

= security breach of personal data — breach of security
resulting in accidental or unlawful destruction, loss, alter-
ation, unauthorized disclosure, or unauthorized access to
personal data transmitted, stored or otherwise processed
in connection with the provision of electronic communi-
cations services intended for the public.

Law 365/2002 (Article 1)

= information society service — any service that is per-
formed using electronic means and has the following
characteristics:

= is carried out in consideration of a patrimonial ben-
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efit, procured to the offeror in the usual way by the
recipient;

= itis not necessary for the offeror and the recipient to
be physically present simultaneously in the same place;

= s carried out by transmitting the information at the
recipient’s individual request;

= domain — an area of an I'T system, owned as such by a
natural or legal person or by a group of natural or legal
persons for the purpose of processing, storing, or trans-
ferring data;

= commercial communication — any form of communi-
cation intended to promote, directly or indirectly, the
products, services, image, name or designation, firm or
emblem of a trader or member of a regulated profession;
the following do not in themselves constitute commer-
cial communications: information allowing direct access
to the activity of a natural or legal person, in particular
by domain name or an e-mail address, communications
related to the products, services, image, name or brands
of a natural person or legal, carried out by a third party
independent of the person in question, especially when
they are carried out free of charge;

= identification data — any information that can allow or
facilitate the performance of the types of operations, such
as an identification code, name or designation, domicile
ot headquarters, telephone number, fax number, e-mail
address, registration number, or other similar means of
identification, the tax registration code, the personal nu-
merical code and the like.

Which entities fall under the data privacy regula-
tions in Romania?

Local data privacy regulations apply to:

= individuals or legal entities (including public authorities)
processing personal data as part of their activities or the
activities of one of its branches established in Romania;

= individuals or legal entities established outside the EU
offering goods/setvices in Romania or monitoring the
behavior of individuals in Romania.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

Yes, there are a series of specific sector regulations addressing
special rules for processing personal data in various fields.

Hence, Law 363/2018 regulates the processing of person-
al data in the field of criminal law and for national security
purposes.
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Law 365/2022 provides for a seties of rules regarding the pro-
tection of private life in relation to commercial communica-
tions and the provision of information society services, while
Law 5066/2004 aims to address the special rules regarding the
protection of personal data in the field of electronic commu-
nications.

What rights do data subjects have under the data
protection regulations in Romania?

The data subjects benefit from the rights regulated under
GDPR, namely: (a) the right of access; (b) the right to rectifi-
cation; (c) the right to erasure (“the right to be forgotten™); (d)
the right to restriction of processing; (e) the right to data port-
ability; (f) the right to object; (g) the right to lodge a complaint
with the supervisory authority; (h) the right to an effective
judicial remedy against the supervisory authority and/or the
data controller or data processor.

What is the territorial application of the data pri-
vacy regime in your jurisdiction?

Romanian data protection regulations apply to the processing
of personal data:

(a) in the context of the activities of an establishment of a
data controller or a data processor in Romania, regardless of
whether the processing itself takes place in Romania.

(b) pertaining to data subjects who are in Romania made by a
controller or processor not established in Romania, where the
processing activities are related to the offering of goods or ser-
vices to such data subjects in Romania (irrespective of whether
a payment of the data subject is required) or the monitoring of
their behavior (as far as their behavior takes place within the
territory of Romania).

What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

Generally, organizations wishing to engage in data processing

in Romania should comply with the following data processing

principles:

= lawfulness and fairness: organizations should ensure that
each processing has an adequate legal basis and does not
lead to unfair consequences for the concerned individuals;

= transparency: organizations should ensure that the data
subjects are made aware of the key aspects related to the
contemplated processing unless such information is im-
possible or it would involve disproportionate efforts;

=  purpose limitation: organizations should ensure that they
are processing the personal data only for specified and
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compatible purposes;
*  data minimization: organizations should ensure that when

processing personal data they choose the less intrusive
ways, to avoid excessive processing;

= data accuracy: organizations should ensure that reasonable
steps are taken to ensure that personal data is accurate and
updated (where the case);

= storage limitation: organizations should ensure that per-
sonal data is kept in a form that allows the identification
of the concerned persons for a period that does not ex-
ceed the period necessary to fulfill the purposes for which
the respective data are processed;

* integrity and confidentiality: data should be processed in a
manner that ensures appropriate security of the personal
data, including protection against unauthorized or un-
lawful processing and against accidental loss, destruction,
or damage, using appropriate technical or organizational
measures;

= accountability: organizations should be able to demon-
strate due compliance with the above-mentioned princi-
ples and rules.

In addition, organizations should take into account that there

are:

= sector-specific rules governing the processing of personal
data in various industries (such as in the telecom, banking,
and financial or e-commerce fields);

= special rules that apply when processing certain categories
of personal data (such as processing of national iden-
tifiers) or for certain purposes (such as rules that apply
when monitoring electronic communications means at the
workplace);

= cases set out locally in which performing a data privacy
impact assessment (DPIA) is mandatory.

What are the regulations and best practices
concerning the retention and deletion of personal
data in Romania?

Generally, when setting out the applicable retention periods
organizations should consider:

=  the mandatory retention periods prescribed by the ap-
plicable local regulations (for instance, 50 years for the
storage of the personnel data, five years — for KYC/AML
data or for financial/accounting data, etc.);

= the applicable rules regarding statute of limitations, such
as for defending the rights and interests against claims
in court (typically, the general three years term for time
barring claims should be considered);

= the organization’s business needs, subject to the particular-
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ities of the carried-out activity and envisaged processing
purposes.

Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

The regulatory authority in Romania regarding data protection
is the National Supervisory Authority for the Processing of
Personal Data (ANSPDCP) — https://www.dataprotection.ro

Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors in
Romania

As per local law, appointing a Data Protection Officer is man-

datory:

= where the processing is carried out by a public authority
or body, except for courts acting in their judicial capacity;

= where the core activities of the controller or the processor
consist of processing operations that require regular and
systematic monitoring of data subjects on a large scale;

= where the core activities of the controller or the processor
consist of processing on a large scale special categories of
data or personal data relating to criminal convictions and
offenses

It has been construed in practice that “regular and systematic”
monitoring implies a continuous and recurrent monitoring
activity. This might be the case, for instance, where:

= managing a telecommunication network;

= profiling and scoring for the purposes of risk assessment
(for example, for credit, insurance premiums, fraud pre-
vention, and money laundering);

= Jocation tracking, for example through mobile applications
(geo-location);

= closed-circuit television — CCTYV;
= processing of patient data by a hospital;

= processing of content data, location data, and traffic data
by Internet service providers;

= using behavioral advertising.

= When determining whether the processing is carried out
on a large scale, the following criteria should be consid-
ered:

= the number of data subjects — a specific number or a
proportion of the relevant population;

= the volume of data and/or the range of different data
items being processed;

= the duration, or permanence, of the data processing
activity;

= the geographical extent of the processing activity.
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Where possible (including where in doubt whether appointing
a DPO is mandatory), it is advisable to nevertheless designate
a data protection officer, since this would show diligence and
care in complying with the relevant data protection duties.

In any case, when appointing a DPO, organizations are re-
quired to:

= publish the contact details of such on their website and/
or on any other easily accessible medium;

=  communicate the contact details to the local Supervisory
Authority.

How should data breaches be handled in your
jurisdiction?

As a rule, personal data breaches need to be reported in the
cases and within the timeframe regulated by GDPR. This
means that the personal data breaches should be reported to
the local Supervisory Authority where they are likely to pose
risks to data subjects, within 72 hours after becoming aware of
them.

By exception, personal data breaches falling under Law No.
506/2004 (petsonal data breaches in connection with the pro-
visions of public electronic communication services) need to
be notified in all cases, irrespective if they are likely or not to
pose risks to data subjects.

When assessing the risks posed to data subjects, considera-
tion should be given to both the likelihood and severity of

the breach of the rights and freedoms of data subjects. To
this end, the following criteria could be inter alia taken into
account: (a) the type of breach (confidentiality, data availability
and/ or data integtity); (b) the nature, sensitivity, and volume
of personal data; (c) the ease of identification of individuals;
(d) the severity of consequences for affected individuals; ()
the special characteristics of affected individuals; (f) the special
characteristics of the controller; (g) the number of affected
individuals; (h) the duration of the breach.

What are the potential penalties and fines for
non-compliance with data protection regulations
in Romania?

Failure to comply with the relevant data protection laws might
trigger the following sanctions:

= warnings or administrative fines of up to EUR 20 million
of, in case of legal enterprises, of up to 4% of the total
annual worldwide turnover in the preceding financial year,
whichevet is the higher; and/ ot

= corrective measures (such as banning, temporarily or
definitively, the processing of personal data, limiting the
processing, orders to fulfill certain compliance actions,
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including communicating a personal data breach to the
affected individuals, etc.).

In certain cases, the local Supervisory Authority may decide to
publish the sanction on its website, which might trigger signifi-
cant reputational damages to the concerned data controller.

Are there any noticeable patterns or trends in how
enforcement is carried out in Romania?

One may say that in the past most investigations were carried
out by the local Supervisory Authority following received
complaints. Still, a change in this paradigm may be noticed, as
there is currently a trend in increasing the number of ex officio
investigations.

Typically, such ex officio investigations are focused on so-
called “data sensitive industries,” out of which probably the
most exposed ones ate financial and banking, telecom, e-com-
merce, and retail industry. Typically, the key areas of concern
during investigations were compliance with transparency rules,
use of monitoring tools (new technologies included), profiling,
and matketing.

On another level, there may be a trend in the increase of the
volume and amounts of the applied fine, all after a past period
where the local Supervisory Authority had a fairly relaxed
approach to these.

How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in Romania?

All these emerging technologies pose significant data privacy
challenges, particularly due to the high volumes of person-

al data involved and difficulties in addressing the key data
protection principles (such as transparency, data accuracy, data
minimization, etc.).

Besides such data privacy concerns, an equally important
challenge is to accommodate and strike the proper balance
between the need to protect private life and the achievement
of the benefits entailed by such emerging technologies. This is
more that at the EU level, one may notice a trend in regulat-
ing in fairly much detail these technologies which, besides the
obvious advantage of increased predictability, might equally
impact the appetite of using such new technologies or even
hinder the implementation thereof.

These types of challenges are likely to bring incertitude to the
way these emerging technologies dependent on the processing
of personal data would evolve particularly on how the interfer-
ence of such technologies with the data privacy requirements
will be addressed and what are the expectations from the
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relevant stakeholders in terms of compliance. In this regard,
the guidance issued by the data privacy authorities (both at the
national and EU level) will play a crucial role.

Are there any expected changes in data pro-
tection on the horizon in the next 12 monthsin
Romania?

For the next 12 months, no notable legislative evolutions are
likely to appear at a local level. Rather, evolutions will most
likely come from the EU level, particularly further to the
adoption of the much-expected EU regulation on artificial
intelligence (so-called “Al Regulation”) and hopefully of EU
Regulation governing the protection of personal data in the
electronic communication sector (so-called “E-Privacy Regula-
tion”), which is pending adoption from few years. B
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What are the main data protection-related pieces
of legislation and other regulations in the Republic
of Serbia?

Data protection matter in the Republic of Serbia is governed
by the Law on Personal Data Protection (Official Gazette of
RS no. 87/2018) (the LPDP), and several subordinate legis-
lations passed thereunder, including Decision on the list of
states, their parts of territoties, or one or more sectors within
those states and international organizations where it is con-
sidered that an adequate level of protection of personal data
is ensured (Official Gazette of RS no. 55/2019) and Decision
on the list of types of processing activities of personal data
for which an assessment of the impact on the protection of
personal data must be carried out and the opinion of the Com-
missioner for Information of Public Importance and Personal
Data Protection sought (Official Gazette of RS no. 45/2019).

In addition, it is important to note that the Serbian LPDP is
modeled after the GDPR, extensively mirroring the solutions
outlined in the European Regulation.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

Definitions of key terms pertaining to personal data protection
are stipulated by the LPDP, e.g;:

= “Personal data” refers to any information relating to
an identified or identifiable natural person, directly or
indirectly, particularly based on identifiers such as name,
identification number, location data, electronic identifiers,
or one or more factors specific to the physical, physiolog-
ical, genetic, mental, economic, cultural, or social identity
of that natural person;

= “Data subject” is a natural person to whom personal data
relates and is being processed;

= “Processing of personal data” encompasses any operation
or set of operations performed, whether automated or
not, on personal data or sets of personal data, including
collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclo-
sure by transmission, dissemination, or otherwise making
available, alignment or combination, restriction, erasure,
or destruction;

= “Controller” is a natural or legal person, or governmental
body, that independently or jointly with others determines
the purpose and means of processing personal data. The
law that regulates the purpose and means of processing
may designate the controller or prescribe conditions for

WWW.CEELEGALMATTERS.COM

DATA PROTECTION 2024
its designation;
= “Processor” is a natural or legal person, or governmen-
tal body, that processes personal data on behalf of the
controller;
= “Consent” of the data subject is any freely given, spe-

cific, informed, and unambiguous indication of the data
subject’s wishes by which they, by a statement or by clear
affirmative action, signify agreement to the processing of
personal data relating to them;

= “Personal data breach” is a breach of personal data secu-
rity that leads to accidental or unlawful destruction, loss,
alteration, unauthorized disclosure, or access to personal
data that has been transmitted, stored, or otherwise pro-
cessed; etc.

Which entities fall under the data privacy regula-
tions in the Republic of Serbia?

Pursuant to the LPDP, the subject regulation applies to the
processing of personal data carried out, in whole or in part,
by automated means, as well as to non-automated processing
of personal data that constitutes part of a data collection or is
intended for a data collection.

The LPDP, however, does not apply to the processing of per-
sonal data carried out by an individual for personal or house-

hold purposes.

In addition, the LPDP applies to the processing of personal
data carried out by a controller or processor with a registered
office, residence, or domicile in the territory of the Republic
of Setbia, within activities conducted in the tertitory of the
Republic of Serbia, regardless of whether the processing activ-
ity is carried out within the territory of the Republic of Serbia.

Furthermore, the LPDP applies to the processing of personal
data of data subjects who have a residence or domicile in the
territory of the Republic of Serbia by a controller or processor
who does not have a registered office, residence, or domicile

in the territory of the Republic of Serbia if the processing
activities are related to:

= offering goods or services to the data subject in the
territory of the Republic of Serbia, regardless of whether
payment for these goods or services is requested from
that data subject;

=  monitoring the activities of the data subject if the activ-
ities are carried out in the territory of the Republic of
Serbia.

Accordingly, data privacy regulations of the Republic of Serbia
bind various types of entities, i.e., both public and private or-
ganizations and individuals (e.g., public and private companies,
institutions, online retailers, healthcare providers, employers,
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etc.).

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

There are specific regulatory regimes, i.e., rules applicable to:

= data processing conducted by competent authorities for
specific purposes;

= processing of special categories of personal data (reveal-
ing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, as well
as the processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person, data
concerning health or data concerning a person’s sex life or
sexual orientation); and

= data regarding criminal judgments and offenses.

Namely, the LPDP prescribes that processing carried out by
competent authorities for specific purposes, involving the
disclosure of racial or ethnic origin, political opinions, religious
or philosophical beliefs, or union membership, as well as the
processing of genetic data, biometric data for the purpose of
uniquely identifying an individual, data concerning health or
data concerning a person’s sex life or sexual orientation (data
considered sensitive, i.e., special), is permitted only if neces-
sary, with the application of appropriate measures to protect
the rights of the individuals to whom the data relates, in one
of the following cases:

= the competent authority is legally authorized to process
these special categories of personal data;

= processing of special categories of personal data is carried
out to protect the vital interests of the data subject or
another natural person;

= the processing relates to special categories of personal
data that the data subject has manifestly made public.

Additionally, the LPDP provides for several exceptions to the
rules that apply to data processing when carried out by compe-
tent authorities.

As for the processing of special categories of personal data, it
is in general prohibited, except in cases explicitly presctibed by
the LPDP (e.g,, processing occurs within a registered activi-

ty, applying suitable protections by a non-profit entity like a
foundation, association, or group with political, philosophical,
religious, or labor union aims, provided that processing pet-
tains to current or past members of the organization or those
in regular contact concerning its goals, and that personal data
remains confidential within the organization unless explicitly
approved by the individuals involved).
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On the subject of the processing related to criminal judgments
and offenses, the LPDP prescribes that it may only be carried
out under the supervision of the competent authority o, if the
processing is permitted by law, with the application of appro-
priate measures to protect the rights and freedoms of the data
subjects. A record of criminal judgments is maintained solely
by and under the supervision of the competent authority.

What rights do data subjects have under the data
protection regulations in the Republic of Serbia?

The LPDP prescribes the following rights of data subjects:

= Right to information: Data subjects have the right to be
informed about the processing of their personal data,
including the purpose of processing, types of data pro-
cessed, data retention period, and other relevant informa-
tion.

= Right to access: Data subjects have the right to access
their personal data being processed, as well as information
about the processing methods and use of their data.

= Right to rectification: If personal data is inaccurate or
incomplete, data subjects have the right to request correc-
tion of such data.

= Right to erasure: Data subjects may request the deletion
of their personal data if the data has been unlawfully pro-
cessed or is no longer necessary for the purpose for which
it was collected.

= Right to restriction of processing: Data subjects have
the right to request restriction of the processing of their
personal data in certain situations, such as disputing the
accuracy of the data or if the processing is unlawful.

= Right to data portability: In certain cases, data subjects
have the right to receive their personal data in a struc-
tured, commonly used, and machine-readable format and
transmit it to another controller.

= Right to object: Data subjects have the right to object to
the processing of their personal data in certain situations,
such as processing for marketing purposes or processing
based on legitimate interests.

= Right to lodge a complaint to the Commissioner for
Information of Public Importance and Personal Data
Protection: Data subjects have the right to lodge a com-
plaint if they believe that the processing of their personal
data has been carried out contrary to the provisions of
the LPDP.

As regards the above-mentioned right to information, the
LPDP prescribes the mandatory content of the notification on
personal data processing, partially depending on whether the
data is collected from the data subject or a third party.
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What is the territorial application of the data pri-
vacy regime in your jurisdiction?

As previously mentioned, the LPDP applies to the processing
of personal data carried out by a controller or processor with a
registered office, residence, or domicile in the territory of the
Republic of Serbia, within activities conducted in the territory
of the Republic of Serbia, regardless of whether the process-
ing activity is carried out within the territory of the Republic
of Serbia.

Additionally, the LPDP applies to the processing of personal
data of data subjects who have a residence or domicile in the
territory of the Republic of Serbia by a controller or processor
who does not have a registered office, residence, or domicile
in the territory of the Republic of Serbia if the processing
activities are related to:

= offering goods or services to the data subject in the
territory of the Republic of Serbia, regardless of whether
payment for these goods or services is requested from
that data subject;

=  monitoring the activities of the data subject if the activ-
ities are carried out in the territory of the Republic of
Serbia.

What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

When engaging in the processing of personal data within the
jurisdiction of the Republic of Serbia, key factors and consid-
erations to adhere to in particular include:

= Compliance with principles of data processing established
by the LPDP: Adherence to the principles of lawful-
ness, fairness, and transparency, purpose limitation, data
minimization, accuracy, storage limitation, and integrity
and confidentiality of data is of particular importance for
lawful processing,

= Data security: It is necessary to implement appropriate
technical, organizational, and personnel measures to en-
sure the security, confidentiality, integrity, and availability
of personal data.

= Data subject rights: It is also important to inform data
subjects of their rights pertaining to personal data protec-
tion, to respect them, and to facilitate their exercise.

= Cross-border data transfers: It is necessary to comply
with legal requirements and safeguards when transferring
personal data outside of the Republic of Serbia to ensure
an adequate level of data protection.

= Data protection impact assessments (DPIAs): For high-
risk data processing activities, i.e., which could imply a
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high risk to the rights and freedoms of data subjects,

or which are determined as such by a decision of the
Commissioner for Information of Public Importance
and Personal Data Protection, it is necessary to undertake
DPIA and implement necessary measures to mitigate risks
to data subjects’ rights and freedoms. In relation thereto,
the afore-mentioned decision provides for the obligation
to seek the official opinion of the Commissioner for In-
formation of Public Importance and Personal Data Pro-
tection in the event of certain data processing activities
(e.g., processing of personal data that involves tracking
the location or behavior of an individual in the case of
systematic processing of communication data generated
using telephones, the internet, or other communication
means).

= Data breach notification: It is also necessary to implement
procedures for timely detection, assessment, and notifica-
tion of personal data breaches to relevant authorities and
affected data subjects, as required by the LPDP.

As for the above-mentioned principles of data processing
established by the LPDP:

= the principle of lawfulness, fairness, and transparency
means that personal must be processed lawfully, fairly, and
transparently in relation to the data subject, whereby law-
ful processing is considered processing that complies with
the LPDP or another regulation governing processing;

= the principle of purpose limitation means that person-
al data need to be collected for specified, explicit, and
legitimate purposes and not further processed in a manner
incompatible with those purposes;

the principle of data minimization means that personal
data must be adequate, relevant, and limited to what is
necessary in relation to the purposes of processing;

= the principle of accuracy means that personal data need
to be accurate and, where necessary, kept up to date,
whereby all reasonable steps must be taken to ensure that
inaccurate personal data is erased or rectified without
delay, considering the purposes of the processing;

= the principle of storage limitation means that personal
data must be kept in a form that permits the identification
of data subjects for no longer than is necessary for the
purposes of processing; and

= the principle of integrity and confidentiality of data
means that personal data need to be processed in a man-
ner that ensures appropriate security of personal data,
including protection against unauthorized or unlawful
processing and against accidental loss, destruction, or
damage, using appropriate technical, organizational, and
personnel measures.
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Regarding the aforementioned principle of lawfulness, the
LPDP prescribes that processing of personal data is lawful
only if one of the following conditions (i.e., legal grounds) is
met:

= the data subject has consented to the processing of their
personal data for one or more specific purposes;

= processing is necessary for the performance of a contract
concluded with the data subject or for taking pre-contrac-
tual steps at the request of the data subject;

= processing is necessary for compliance with a legal obliga-
tion of the controller;

= processing is necessary to protect the vital interests of the
data subject or another natural person;

= processing is necessary for the performance of tasks car-
ried out in the public interest or in the exercise of official
authority vested in the controller;

= processing is necessary for the legitimate interests pursued
by the controller or a third party, except where such inter-
ests are overridden by the interests or fundamental rights
and freedoms of the data subject requiring personal data
protection, especially when the data subject is a minor.

If processing is based on the consent of the data subject, the
controller must be able to demonstrate that the individual
has consented to the processing of their personal data. As
previously mentioned, in order to be considered legally valid,
the consent needs to be freely given, a specific, informed, and
unambiguous indication of the data subject’s will, given by a
statement or a clear affirmative action.

Before giving consent, the data subject must be informed of
the prescribed circumstances of processing, as well as their
right to withdraw consent and the effects of withdrawal. The
data subject has the right to withdraw consent at any time.
Withdrawal of consent does not affect the lawfulness of
processing based on consent before its withdrawal. Also, the
withdrawal of consent must be as easy as giving consent.

In line with the practice of the Commissioner for Information
of Public Importance and Personal Data Protection, consent is
not considered a valid legal basis for processing personal data
in employment relationships, as the hierarchical relationship
between the employer and the employee does not allow for it
to be considered freely given.

What are the regulations and best practices
concerning the retention and deletion of personal
data in the Republic of Serbia?

As mentioned above, personal data must be stored in a format
that allows the identification of data subjects only for as long
as necessary to fulfill the purpose of processing. In other
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words, once the purpose of the processing has been met, it is
required to delete data.

On the subject of data deletion, the LPDP stipulates that the
controller is obliged to delete the data without undue delay in
the following cases:

= personal data is no longer necessary for the purposes for
which they were collected or otherwise processed;

= data subject has withdrawn consent on which the process-
ing was based (in accordance with the LPDP), and there is
no other legal basis for processing;

= data subject has objected to the processing (in accordance
with the LPDP);

= personal data has been processed unlawfully;

= personal data must be erased for compliance with the con-
troller’s legal obligations;

= personal data has been collected in relation to the provi-
sion of information society services (under the LPDP).

In addition, if the controller has publicly disclosed personal
data, their obligation to erase the data also encompasses taking
all reasonable measures, including technical measures, in line
with available technologies and cost considerations, to inform
other controllers processing such data that the data subject has
requested the deletion of all copies of this data and references
ot electronic links to this data.

However, the right to erasure, i.e., data deletion is limited by
the LPDP, which prescribes that it shall not be applied to the
extent that processing is necessary for:

= cxercising the right to freedom of expression and infor-
mation;

= compliance with a legal obligation of the controller re-
quiring processing or for the performance of tasks carried
out in the public interest or in the exercise of official
authority vested in the controller;

= exercising a public interest in the field of public health (in
accordance with the LPDP);

= archiving purposes in the public interest, scientific or
historical research purposes, and statistical purposes (in
accordance with the LPDP), where it is reasonably expect-
ed that exercising this right could render impossible or
seriously impair the achievement of the purposes of such
processing;

= submitting, exercising, or defending a legal claim.
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Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

The regulatory authority in the Republic of Serbia regarding
data protection is the Commissioner for Information of Public
Importance and Personal Data Protection (the Commissioner).

The Commissioner is appointed by the National Assembly of
the Republic of Serbia, and it is completely independent in
exercising their powers and duties under the LPDP, i.e., free
from any direct or indirect external influence, and cannot seek
or accept instructions from anyone.

To ensure the effective exercise of the powers prescribed by
the LPDP, the necessary financial resources for work, and
office space, as well as the necessary technical, organizational,
and personnel conditions for the work of the Commissioner,
are provided from the budget.

In exercising their powers, the Commissioner acts in accord-
ance with the law regulating general administrative procedure,
as well as with the relevant provisions of the law regulating
inspection supervision.

Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors

in the Republic of Serbia, and under what condi-
tions?

As a rule, the controller and processor may designate a data
protection officer (DPO).

However, the controller and processor are required to desig-
nate a DPO if:

= the processing is carried out by a public authority, except
for processing by a court in the performance of its judicial
duties;

= the core activities of the controller or processor consist
of processing operations which, by their nature, scope, or
purposes, require regular and systematic monitoring of a
large number of data subjects;

= the core activities of the controller or processor consist
of processing special categories of personal data (as de-
fined by the LPDP), or personal data relating to criminal
convictions and offenses (in terms of the LPDP), on a
large scale.

Appointed DPOs are subject to registration with the Commis-
sioner, and the controller is obliged to publish their contact
details.

A DPO may be an employee of the controller or processor or
may perform duties based on a contract, and they are appoint-
ed based on their professional qualifications, especially their
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expertise and experience in the field of personal data protec-
tion, as well as their ability to fulfill the obligations prescribed
under the LPDP.

How should data breaches be handled in your
jurisdiction?

Pursuant to the LPDP, the controller is obliged to inform

the Commissioner without undue delay of any personal data
breach that may pose a risk to the rights and freedoms of indi-
viduals, ot, if possible, within 72 hours from becoming aware
of the breach. On the other hand, the processor is obligated
to inform the controller, without undue delay, after becoming
aware of a personal data breach.

The notification to the Commissioner must contain at least the
following information:

= description of the nature of the personal data breach,
including the types of data and the approximate number
of individuals whose data of that type is affected, as well
as the approximate number of personal data affected by
the breach;

= name and contact details of the data protection officer or
information on another way to obtain information about
the breach;

= description of the potential consequences of the breach;

= description of the measures taken by the controller or
proposed measures related to the breach, including meas-
ures taken to mitigate harmful consequences.

The controller is also required to document every personal
data breach, including facts about the breach, its consequences,
and measures taken to rectify it.

In addition, if a personal data breach may pose a high risk to
the rights and freedoms of individuals, the controller must
inform the data subjects without undue delay about the breach.

In the subject notification, the controller must cleatly and
understandably describe the nature of the data breach and
provide at least the information on:

= name and contact details of the data protection officer or
information on another way to obtain information about

the breach;
= description of the potential consequences of the breach;

= description of the measures taken by the controller or
proposed measures related to the breach, including meas-
ures taken to mitigate harmful consequences.

The LPDP also stipulates several situations in which the con-
troller is not obligated to inform the data subject of the data
breach (e.g, if notifying the data subject would involve dispro-

57




CEELM COMPARATIVE LEGAL GUIDE

portionate effort in terms of time and resources, in which case
the controller must provide the notification to the data subject
through public notification or by other effective means).

What are the potential penalties and fines for
non-compliance with data protection regulations
in the Republic of Serbia?

The LPDP prescribes a misdemeanor liability for non-compli-

ance with data protection regulations, i.c., that a fine shall be

imposed, ranging:

= from RSD 50,000 to RSD 2 million (approximately from
EUR 425 to EUR 16,950), if the controller or processor is
a legal entity;

= from RSD 20,000 to RSD 500,000 (approximately from
EUR 170 to EUR 4,240), if the controller or processor is
an entrepreneur; and

= from RSD 5,000 to RSD 150,000 (approximately from
EUR 43 to EUR 1,275), to an individual or a responsible
petson of a controller/processor (who is a legal entity).

Are there any noticeable patterns or trends in
how enforcement is carried out in the Republic of
Serbia?

There is indeed a noticeable trend of increasing awareness
regarding personal data protection rules lately in the Republic
of Serbia, meaning that businesses and individuals are paying
more attention to their rights and obligations in this respect.
On the other hand, the Commissioner for Information of
Public Importance and Personal Data Protection has a respect-
able practice, following the example of EU data protection
bodies, which includes not only monitoring and enforcement
measures but also annual publication containing official view-
points of the respective authority, which serve as guidelines for
businesses and individuals regarding data protection issues.

How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in the Republic of Serbia?

Emerging technologies like Al 10T, and blockchain have a
significant impact on data protection considerations in Serbia.
Some key points are given below:

= Increased data volume: These technologies lead to a mas-
sive increase in the volume of data collected, processed,
and stored. This poses challenges in terms of data securi-
ty, privacy, and the ability to manage and protect such vast
amounts of information effectively.

= The complexity of data processing: Furthermore, the re-
spective technologies gather and process data in real-time,
often without direct human intervention. This dynamic
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and continuous data processing requires robust security
measures and privacy safeguards to prevent unauthorized
access or misuse.

= Data privacy concerns: With the extensive use of such
complex algorithms, there are concerns about how
personal data is collected, used, and shared. It raises
questions about transpatrency, consent, and ensuring that
individuals have control over their data.

= Cybersecurity challenges: As these technologies become
more interconnected and data-driven, the risk of cyberse-
curity threats such as data breaches, hacking, and malware
attacks also increases. As previously mentioned, robust
cybersecurity measures and proactive monitoring are
essential to mitigate these risks.

In summary, while emerging technologies offer numerous
benefits and advancements, they also bring forth complex
challenges related to data protection, privacy, cybersecurity, and
ethical use of data. Adapting regulatory frameworks, imple-
menting robust security measures, promoting transparency,
and fostering awareness are crucial steps in addressing these
challenges effectively.

Are there any expected changes in data protec-
tion on the horizon in the next 12 months in the
Republic of Serbia?

On August 25, 2023, the Government of the Republic of
Serbia adopted the Personal Data Protection Strategy for the
2023-2030 period.

The subject enactment emphasizes the need to improve the
LPDP, but also to harmonize other regulations with the provi-
sions thereof, i.e., rules regarding personal data protection, and
regulating the use of equipment for audio and video surveil-
lance, as well as the use of genetic and biometric data.

In addition to the above, it has announced a harsher penal
policy for breaching obligations concerning personal data
protection, emphasizing that the model used by the Commis-
sion for the Protection of Competition should be applied in
this regard, according to which, in the event of a violation of
regulations in the respective matter, the commission itself can
impose a fine, whereby the amount thereof depends on the
company’s income.

It has also been announced that the institutional capacities
of the Commissioner shall be strengthened, by providing
additional regional offices, and by increasing the number of
persons specialized for personal data protection in the bodies
dealing with the subject issues, through their education.

Nevertheless, it cannot be said with certainty whether any of
the above will be implemented in the next 12 months. B
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What are the main data protection-related pieces
of legislation and other regulations in Ukraine?

The main Ukrainian data protection law is the Law of Ukraine
on Personal Data Protection (PDP) adopted in 2010. It es-
tablishes general requirements and obligations relating to the
collection, processing, and use of personal data by private bod-
ies and by the government of Ukraine.

Apart from the PDP, the main sources of personal data pro-
tection in Ukraine are:

= The Constitution of Ukraine;

= The Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data and the
additional protocol to it, ratified by Ukraine in 2010;

= The Civil Code of Ukraine;

= Respective provisions of the Code of Ukraine on Ad-
ministrative Offenses and the Criminal Code establishing
respective liability for personal data offenses;

s The Law of Ukraine “On Information”

= The Law of Ukraine “On Electronic Commerce”

s The Law of Ukraine “On Electronic Communications,”
and

= The Law of Ukraine “On Protection of Information in
the Information and Telecommunication Systems”

A number of regulations approved by the Ukrainian Parlia-

ment Commissioner for Human Rights, in particular:

= Model Rules on Personal Data Processing;

= Rules on Exercising Control by the Ukrainian Parliament
Commissioner for Human Rights over Compliance with
the Laws on Personal Data Protection; and

= Rules for Notification of the Ukrainian Parliament Com-
missioner for Human Rights on the Processing of Person-
al Data that Constitutes a Special Risk for the Rights and
Freedoms of Data Subjects, On the Structural Depart-
ment or Designated Individual Responsible for Work-Re-
lated Processing of Personal Data and the Publication of
Such Information.

What are the other primary definitions outlined
in the legislation within your jurisdiction (among
others, data processing, data processor, data
controller, data subject, personal data, sensitive
personal data, consent, etc., or equivalent)?

All of the primary definitions are embodied in the PDP. The
PDP defines personal data as any information about an indi-
vidual who is identified or can be specifically identified.

The Constitutional Court of Ukraine, in its Decision No.
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2-rp/2012 dated January 20, 2012, held that “Personal Data”
constitutes confidential personal information, access to which
is limited by a person himself/herself. Such confidential per-
sonal information may include data about the individual’s:

= nationality

= education

= marital status

= religious beliefs

= health

= current address

= date and place of birth

= property status
The list of confidential personal information is not exhaustive.

Moreover, while the PDP does not provide a specific defini-
tion for sensitive data, it prescribes that certain categoties of
personal data are required to be processed in a special manner.
Processing of such data is allowed if unambiguous consent has
been given by the personal data subject or based on specifically
prescribed PDP exemptions.

According to the PDP, sensitive data includes:

= personal data revealing racial or ethnic origin

= personal data revealing political opinions

= personal data revealing religious or philosophical belief
= personal data revealing trade union membership

= genetic data

=  biometric data for the purpose of uniquely identifying a
natural person

= data concerning health/medical information

= data concerning a natural person’s sex life or sexual orien-
tation

= financial information

= personal data regarding an individual’s criminal convic-
tions or record

»  location and or methods of transportation

= facts related to administrative Liability

=  criminal investigation measures related to a preliminary
investigation and the measures envisaged by the Law of
Ukraine “On Investigating Activity”

= instances of violence against a person

Turning to the definition of subjects, involved in personal data
processing, according to the PDP, the controller/ownet is a
natural or legal person, public authority, agency, or other body
which, alone or jointly with others, determines the purposes
and means of the processing of personal data.
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The processor/agent is a natural or legal petson, public au-
thority, agency, or other body that processes personal data on
behalf of the controllet.

Personal data processing is any action or set of actions, such
as collection, registration, accumulation, storage, adaptation,
change, renewal, use and distribution (circulation, sale, trans-
fer), depersonalization, and destruction of personal data,
including using information (automated) systems.

Personal data processing requires consent that is defined as a
voluntary expression of the individual’s will to grant the per-
mission to process his/her personal data in accordance with
the stated purpose of their processing, expressed in writing
or in a form that allows concluding that consent has been

provided.

In the field of e-commerce, personal data subjects can provide
consent by marking a checkbox, during registration. However,
the system should not allow any personal data processing until
the consent mark is provided.

In addition, the PDP prescribes certain cases when consent is
not required, specifically:

= when it is explicitly provided for by law; and

= where the data is necessary for the purposes of main-

taining national security, economic welfare, and for the
protection of human rights.

Which entities fall under the data privacy regula-
tions in Ukraine?

In general, the PDP does not limit its personal application
scope. The PDP aims to protect personal data during its
processing, as well as when personal data is used for purposes
other than in private or certain professional circumstances.

Do specific sectors or types of data have distinct
regulatory regimes within your jurisdiction? If so,
which?

Yes, there is a local copy requirement applicable for banking
secrecy information, which only applies to banks in Ukraine.

While the PDP does not require personal data to be stored in
Ukraine or to have a local copy, there are general accounting
and bookkeeping standards that require keeping electronic
copies or hard copies of certain documents that might contain
personal data for the purposes of tax, accounting, and other
compliance, for example, payroll lists, lists of employees, etc.
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What rights do data subjects have under the data
protection regulations in Ukraine?

Data subjects have the following data privacy rights, although

the specifics of the scope and conditions for each of these

vary depending on the circumstances and local law:

the right to access the data subject’s own personal data;

the right to rectify/correct the data subject’s own personal
data where inaccurate or incomplete;

the right to erasure of personal data;

the right to restrict data processing;

the right to data portability;

the right to object to the processing of personal data;
the right to withdraw consent;

the right to know about the sources of collection, loca-
tion of their personal data, purpose of their processing,
location and/or place of residence (temporary residence)
of the Controller or Processor of Personal Data, or to
seek such information from authorized persons (unless an
exception applies);

the right to receive information about the circumstances
in which personal data will be accessed, in particular infor-
mation about third persons to whom their personal data
are transferred;

the right to receive a response about whether their per-
sonal data is processed and information on the content
of their personal data within 30 days from the moment
the relevant request was received (unless an exception
applies);

the right of protection of their personal data from illegal
processing and accidental loss, destruction, damage due to
deliberate concealment, failure to provide them or delay
in providing such data, and protection from provision

of data which are inaccurate or damaging to the honor,
dignity, and business reputation of an individual;

the right to lodge complaints about the processing of
their personal data to the Commissioner or courts;

the right to use legal remedies if there is a violation of
personal data protection laws;

the right to know about any automatic mechanism of
processing of personal data;

the right to be protected from automated decisions that
have legal consequences for them.
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What is the territorial application of the data pri-
vacy regime in your jurisdiction?

The PDP applies to all personal data processing (i.e., acquisi-
tion, registration, accumulation, storage, adaptation, modifi-
cation, restoration, use, and distribution (dissemination, sale,
transfer), depersonalization, and destruction) within the terri-
tory of Ukraine. However, enforcement of the PDP against
legal entities and individuals without legal presence in Ukraine
is not established at the moment.

What are the key factors and considerations to
adhere to when engaging in the processing of per-
sonal data within your jurisdiction?

Most obligations outlined in the PDP directly pertain to data
controllers/owners. Howevet, data processors/agents may also
share responsibility for compliance.

It is essential to follow the below requirements of PDP:
=  obtain consent for data processing;

= collect and process personal data for specific purposes
and avoid incompatible processing;

= process only essential data for the stated purpose; main-
tain a record of processing activities;

= implement appropriate measures to comply with data
privacy and security;

= provide training to employees, etc.

What are the regulations and best practices concerning the
retention and deletion of personal data in Ukraine?

Retention of personal data refers to maintaining the es-
tablished access regime for that data. The retention period

is specified either in the data subject’s consent or by legal
requirements. After this period expires, the personal data must
be securely destroyed.

According to the PDP, personal data must be destroyed or
removed in the following cases:

= when the specified storage period expites, as outlined in
the data subject’s consent or by legal requirements (some
data storage terms cannot be shortened by consent);

= upon termination of legal relations between the data
subject and the data controller/owner or data processor/
agent, unless otherwise mandated by law; and/or

= when a court decision orders the removal of an individu-
al’s data from a personal database.
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Who serves as the regulatory authority(s) in your
jurisdiction regarding data protection?

The Ukrainian Parliament’s Commissioner for Human Rights
(also known as the Ombudsman) (Commissioner) oversees
compliance with data protection legislation.

The PDP requires legal entities and individuals processing sen-
sitive data to file the respective notice to the Commissioner.

Is the appointment of a Data Protection Officer
mandatory for certain organizations or sectors in
Ukraine, and under what conditions?

The PDP requires legal entities and individuals processing sen-
sitive data to appoint a personal data officer (DPO) or estab-
lish a specific division responsible for personal data protection.

At the same time, the PDP does not provide any specific
requirements for a DPO. However, the Commissioner sug-
gests appointing a director of the company, their deputy,

HR manager, or compliance officer to the position of DPO,
because the DPO will have access to all data and premises of
the company.

How should data breaches be handled in your
jurisdiction?

N/A. Thete is no tequirement to report data security breaches
or losses to the appropriate state authority.

The PDP provided that personal data protection regulations
are enforced by the Commissioner and by the courts of
Ukraine.

What are the potential penalties and fines for
non-compliance with data protection regulations
in Ukraine?

The Code of Ukraine on Administrative Offenses establishes
administrative liability for the following violations of the PDP:

= failure to notify or delay in providing notice to the Com-
missioner regarding the processing of personal data or a
change to the information submitted, which is subject to
notification requirements under Ukrainian legislation, or
submission of incomplete or false information: may result
in a fine of up to approximately USD 230, and, if repeat-
ed within a year, up to approximately USD 1,150;

= non-fulfillment of legitimate requests (orders) of the
Commissioner or determined state officials of the Com-
missioner’s secretariat regarding the elimination or preven-
tion of violations of personal data protection legislation:
may result in a fine of up to approximately USD 580, and,
if repeated within a year, up to approximately USD 1,150;
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= non-compliance with the personal data protection proce-
dure established by personal data protection law, which
leads to illegal access to them or violation of the rights
of the data subject: may result in a fine of up to approx-
imately USD 580, and, if repeated within a year, up to
approximately USD 1,150.

The criminal penalties from regulators and law enforcement
for:

= illegal processing of confidential information about a
person or illegal alteration of such information is pun-
ishable by a fine of approximately USD 290-580 or
correctional labor for up to two years, arrest for up to six
months, or limitation of freedom for up to three years.
The same actions committed repeatedly, or in cases where
they have caused substantial harm to the person’s rights,
are punished by arrest for three to six months, restriction
of liberty for three to five years, or imprisonment for the
same term;

= unauthorized interference in the operation of computers,
automated systems, computer networks, or telecommu-
nication networks, which leads to leakage, loss, forgery,
blocking of information, distortion of the information
processing, or violation of the established order of its
routing is punished by a fine of approximately USD
350-580, limitation of freedom for two to five years, or
imprisonment for up to three years, with or without dep-
rivation of the right to hold certain positions or engage
in certain activities for up to two years. The same actions
committed repeatedly, or by a prior conspiracy of a group
of persons, or in cases where they have caused substantial
harm, are punished by imprisonment for three to six years
with deprivation of the right to hold certain positions or
engage in certain activities for up to three years.

The PDP also prescribes for private remedies:

= recovery of monetary and/or moral damages (civil ac-
tion).

Non-legal: Reputational harm and, in turn, potential loss of
customer confidence and business opportunities.

Are there any noticeable patterns or trends in how
enforcement is carried out in Ukraine?

New challenges in data privacy and cybersecurity are associated
with the ongoing Russia-Ukraine conflict, which has strength-
ened the issue of the need to protect personal data. Of par-
ticular note are changes regarding cloud services, processing
of personal data during the period of martial law, providing
medical services, and statistical activities.

The Commissioner is not very active with its enforcement ac-
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tivities at the moment because of the upcoming reform in the
sphere of personal data protection. But gradually, the situation
may change in the course of the next several years, depending
on when the data privacy reform will be adopted and the Na-
tional Commission for Personal Data Protection and Access to
Public Information will be established.

How do emerging technologies such as Al, loT, and
blockchain impact data protection considerations
in Ukraine?

According to a recently adopted Law of Ukraine “On adver-
tising,” providers of video-sharing and information-sharing
platforms, as well as audio and audiovisual services providers,
are prohibited from processing personal data collected or
otherwise obtained from children for commercial purposes
such as direct marketing and profiling, including behavioral
advertising,

Are there any expected changes in data pro-
tection on the horizon in the next 12 months in
Ukraine?

Given the significant changes in international and, in pat-
ticular, European standards of personal data protection, the
Ukrainian parliament has developed two draft laws aimed at
implementing the General Data Protection Regulation (EU)
2016/679 (GDPR) and the modernized Convention for the
Protection of Individuals with Regard to Automatic Process-
ing of Personal Data 108+ in Ukraine.

On October 25, 2022, the Parliament of Ukraine registered the
draft law “On Personal Data Protection” No 8153 (Draft Law
on PPD), and, on October 11, 2021, the draft law “On the Na-
tional Commission for Personal Data Protection and Access to
Public Information” No 6177 (Draft Law on the DPA).

The Draft Law on PPD proposes, in particular, the following
legislative novelties:

= unified and extended terminology (new terms defined: bi-
ometric data, data breach, genetic data, health data, overall
annual turnover, pseudo-anonymization, profiling, data
processing at massive scales, etc.);

= new principles on data processing (lawfulness, fairness,
transparency, data minimization, purpose limitation,
accuracy, storage limitation, integrity and confidentiality,
accountability, etc.);

= updated grounds of processing and new ground of pro-
cessing “legitimate interest”;

= updated consent concept with clarified ways on how
consent could be obtained, when consent cannot be
considered as granted, and restrictions to use consent as a
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ground for processing when other grounds apply;

= updated concept of sensitive data with an extended list of
grounds for processing such data.

In addition, the Draft Law on PPD:

= determines cases when representatives of controllers and
processors not established in Ukraine shall be designated
in Ukraine;

= prescribes the obligation of each controller (or the con-
trollet’s representative) to maintain a record of processing
activities under its responsibility;

= obliges controllers to conduct regular data protection
impact assessments (DPIA). Where the processing would
result in a high risk, the controller shall have prior consul-
tation with the data protection authority;

= specifies cases when the controller and processor shall
appoint data protection officers (DPO) along with qualifi-
cation requirements for such officers.

The Draft Law on PPD also prescribes a completely new
range of different administrative fines that may be imposed on
natural and legal persons violating the data protection regula-
tions. The amount of fines differs depending on the severity
of violations. For the most severe violations, the fine frame-
work might be up to 5% of the company’s annual turnover,
but not less than UAH 300,000 (approximately USD 10,100)
per violation.

Turning to the second legislative initiative, the Draft Law on
the DPA proposes to establish an independent government
agency that would be responsible for both policymaking
(adopting mandatory regulations) and enforcement (prose-
cuting infringers) in the sphere of data privacy and access to
public information.

The National Commission for Personal Data Protection and

Access to Public Information would have quasi-investigative

functions and would be able to investigate violations with the
help of experts in technology and other spheres.

The main powers of the DPA would be the following:

= obtain information necessary for its activities, including
confidential and with restricted access, from any individual
company or organization,

= receive access to information and telecommunication
systems, registers, and data banks, including information
with limited access — the owner (administrator) of which
are state bodies or local authorities — using state, including
government, means of communication and communica-
tions, special communication networks and other technical
means;

= receive information from databases, and registers of
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foreign countties, including paid information, if that is
required for access to information;

= investigate possible violations of the law of Ukraine “On
Personal Data Protection” and the law of Ukraine “On
Access to Public Information” based on complaints but
also based on its own initiative;

= collect from government and private companies, organ-
izations, employees, and individuals written explanations
on the circumstances that may indicate a violation of the
corresponding laws;

= apply to the courts for enforcement of corresponding
laws;

= issue fines to controllers and processors of personal data;

= have access to personal data processed by the controller
and/ot processor and necessary for the performance of
its duties.

The Draft Law on the DPA establishes new (additional)

fines. The non-compliance with decisions/requests of the
DPA and/ot non-provision of the access of the DPA for the
purposes of investigating the activities of the company or
individual would result in:

= 2 fine in the amount of UAH 20,000 to UAH 100,000
(approximately USD 678 to USD 3,390) for individuals,
and for legal entities in the amount of 0.5% to 1% of the
total annual turnover of such legal entity for the previous
year, but not less than 3,000 tax-free minimum incomes
(approximately USD 1,729);

= afine of 200% of the previous fine for each next
non-compliance.

The Parliament is expected to adopt both drafts and other
necessary regulatory norms to launch the data privacy reform
as a part of the integration into the EU Digital Single Market,
implementation of the EU legislation as required by the EU-
Ukraine Association Agreement, and the wider government
digital agenda. However, taking into account the martial law
in Ukraine, it is not yet clear when these drafts will get back to
the Parliament’s agenda. B
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